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Preface

This guide describes how to install, configure and use VERITAS NetBackup for Oracle on
a Windows NT platform. In this guide, VERITAS NetBackup for Oracle on Windows NT is
referred to as NetBackup for Oracle.

For specific information about the NetBackup server software, refer to:
O NetBackup System Administrator’s Guide for UNIX, if you have a UNIX server.
or

0O NetBackup System Adminstrator’s Guide for Windows, if you have a Windows NT/2000
server.

This document is the same as Net Backup_Admi nCQui de_Or acl e_NT. pdf distributed
with the NetBackup for Oracle on Windows software.
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Audience

Audience

This guide is intended for the:

O Oracle database system administrator responsible for configuring and using the
Oracle7 Enterprise Backup Utility or Oracle Recovery Manager to back up and restore
Oracle databases.

0O NetBackup system administrator responsible for configuring NetBackup.

A system administrator is defined as a person with system administrator privileges and
responsibilities.

This guide assumes:

0O A basic understanding of system administration.

0O A working understanding of the NetBackup client and server software.

0O A familiarity with the information covered in the following NetBackup manuals:
- NetBackup User’s Guide for Microsoft Windows

- NetBackup System Administrator’s Guide for UNIX or NetBackup System
Administrator’s Guide for Windows

- NetBackup Troubleshooting Guide for UNIX or NetBackup Troubleshooting Guide for
Windows

0O A thorough understanding of:
- Oracle7 Enterprise Backup Utility

- Oracle Recovery Manager

Accessibility

NetBackup contains features that make the user interface easier to use by people who are
visually impaired and by people who have limited dexterity. Accessibility features
include:

O Support for assistive technologies such as screen readers and voice input (Windows
servers only)

O Support for keyboard (mouseless) navigation using accelerator keys and mnemonic
keys

For more information, see the NetBackup system administrator’s guide.

viii
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Organization

Organization

This guide is organized as follows:

O

The first chapter in this manual describes the technical features and concepts of
NetBackup for Oracle on Windows.

The Installation chapter explains how to install NetBackup for Oracle on Windows on
your system.

Configuration describes how to configure NetBackup and the Oracle7 Enterprise
Backup Utility or Oracle Recovery Manager for use with NetBackup for Oracle. This
information supplements the NetBackup administration manuals.

The Using NetBackup for Oracle on Windows explains how to use NetBackup to
perform backups and restores of Oracle databases. This information supplements the
NetBackup manuals.

Troubleshooting explains how to use NetBackup logs to troubleshoot NetBackup for
Oracle operations. This information supplements the NetBackup manuals.
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Related Documents

Related Documents

The following documents provide related information. For a more detailed listing of
NetBackup documents, refer to NetBackup Release Notes.

If you have a UNIX server, refer to these documents:

O

NetBackup System Administrator’s Guide for UNIX
Explains how to configure and manage NetBackup on a UNIX system.
NetBackup Media Manager System Administrator’s Guide for UNIX

Explains how to configure and manage the storage devices and media on UNIX
NetBackup servers. Media Manager is part of NetBackup.

NetBackup Troubleshooting Guide for UNIX

Provides troubleshooting information for UNIX-based NetBackup products. You can
also refer to www. support. veritas. com access the Knowledge Base Search
option, and search for TechNotes.

If you have a Windows server, refer to these documents:

O

NetBackup System Administrator’s Guide for Windows
Explains how to configure and manage NetBackup on a Windows server system.
NetBackup Media Manager System Administrator’s Guide for Windows

Explains how to configure and manage the storage devices and media on Windows
NetBackup servers. Media Manager is part of NetBackup.

NetBackup Troubleshooting Guide for Windows

Provides troubleshooting information for Windows-based NetBackup products. You
can also refer to ww. support . veritas. com access the Knowledge Base Search
option, and search for TechNotes.

For this product, you may need the following manuals from Oracle:

O

O
O
O

Oracle Enterprise Manager Administrator’s Guide
Oracle7 Enterprise Backup Utility Administrator’s Guide
Oracle8 Server Backup and Recovery Guide

Oracle7 Enterprise Backup Utility Installation and Configuration Guide

NetBackup for Oracle System Administrator’s Guide - Windows NT/2000



Conventions

Conventions

The following explains typographical and other conventions used in this guide.
Type Style

Typographic Conventions

Typeface Usage

Bold fixed width |nput. For example, type cd to change directories.

Fi xed wi dth Paths, commands, filenames, or output. For example: The default installation
directory is/ opt / VRTSxX.

Italics Book titles, new terms, or used for emphasis. For example: Do not ignore cautions.

Sans serif (italics) Placeholder text or variables. For example: Replace filename with the name of your
file.

Serif (no italics) Graphical user interface (GUI) objects, such as fields, menu choices, etc.

For example: Enter your password in the Password field.

Notes and Cautions

Note This is a Note. Notes are used to call attention to information that makes using the
product easier or helps in avoiding problems.

Caution This is a Caution. Cautions are used to warn about situations that could cause
data loss.

Key Combinations

Some keyboard command sequences use two or more keys at the same time. For example,
holding down the Ctrl key while pressing another key. Keyboard command sequences are
indicated by connecting the keys with a plus sign. For example:

Press Ctrl+t

Preface xi v



Conventions

Command Usage

The following conventions are frequently used in the synopsis of command usage.

brackets [ ]

The enclosed command line component is optional.

Vfertical bar or pipe (])

Separates optional arguments from which the user can choose. For example, when a
command has the following format:

command argl| arg2

the user can use either the argl or arg2 variable.

Terms

The terms listed in the table below are used in the VERITAS NetBackup documentation to
increase readability while maintaining technical accuracy.

Term

Definition

Microsoft Windows,
Windows

Windows servers

Windows clients

Terms used as nouns to describe a line of operating systems
developed by Microsoft, Inc.

A term used as an adjective to describe a specific product or
noun. Some examples are: Windows 95, Windows 98,

Windows NT, Windows 2000, Windows servers, Windows
clients, Windows platforms, Windows hosts, and Windows GUI.

Where a specific Windows product is identified, then only that
particular product is valid with regards to the instance in which
it is being used.

For more information on the Windows operating systems that

NetBackup supports, refer to the VERITAS support web site at
http://ww. support.veritas.com

A term that defines the Windows server platforms that
NetBackup supports; those platforms are: Windows NT and
Windows 2000.

A term that defines the Windows client platforms that
NetBackup supports; those platforms are: Windows 95, 98, ME,
NT, 2000, XP (for 32- and 64-bit versions), and LE.

- Xii
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Getting Help

Getting Help

For updated information about this product, including system requirements, supported
platforms, supported peripherals, and a list of current patches available from Technical
Support, visit our web site:

http://ww. support.veritas. conf

VERITAS Customer Support has an extensive technical support structure that enables you
to contact technical support teams that are trained to answer questions to specific
products. You can contact Customer Support by sending an e-mail to
support@veritas.com, or by finding a product-specific phone number from the VERITAS
support web site. The following steps describe how to locate the proper phone number.

1. Openhttp://ww. support.veritas.conl inyourweb browser.
2. Click Contact Support. The Contacting Support Product List page appears.
3. Select a product line and then a product from the lists that appear. The page will

refresh with a list of technical support phone numbers that are specific to the product
you just selected.

Preface
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Introduction 1

NetBackup for Oracle on Windows integrates the database backup and recovery
capabilities of Oracle7 Enterprise Backup Utility or Oracle Recovery Manager with the
backup and recovery management capabilities of NetBackup and its Media Manager.

This chapter introduces NetBackup for Oracle on Windows and how it relates to Oracle7
Enterprise Backup Utility or Oracle Recovery Manager and NetBackup. Read this chapter
for a description of:

O Features of NetBackup for Oracle on Windows
0 Terminology for NetBackup for Oracle on Windows

0O Technical Overview of NetBackup for Oracle on Windows




Features of NetBackup for Oracle on Windows

Features of NetBackup for Oracle on Windows

This section describes the NetBackup for Oracle on Windows main features.

Feature

Description

Media and device
management

Scheduling facilities

Multiplexed backups and
restores

Transparent execution of
both Oracle and regular
file system backup and
restore operations

Sharing the same devices
and tapes used during
other file backups

Centralized and
networked backup

All devices supported by Media Manager are available to
NetBackup for Oracle on Windows.

NetBackup scheduling facilities on the master server can be
used to schedule automatic and unattended Oracle backups.

This also lets you choose the times when these operations can
occur. For example, to prevent interference with normal
daytime operations, you can schedule your database backups
to occur only at night.

NetBackup for Oracle on Windows lets you take advantage of
NetBackup’s multiplexing capabilities. Multiplexing directs
multiple data streams to one backup device, thereby reducing
the time necessary to complete the operation.

All backups and restores are executed simultaneously and
transparently without any action from the NetBackup
administrator.

A database administrator can execute database backup and
restore operations through NetBackup or use Oracle Recovery
Manager as if NetBackup were not present.

An administrator or any other authorized user can use
NetBackup to execute database backups and restores.

It is possible to share the same devices and media used for
other backups or to give Oracle exclusive use of certain
devices and media.

From the NetBackup master server, you can schedule
database backups or start them manually for any client. The

operations Oracle databases can also reside on hosts that are different
from the devices on which NetBackup stores the backups.
—— . R R
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Features of NetBackup for Oracle on Windows

Feature

Description

Graphical user interfaces

Parallel backup and
restore operations

NetBackup provides the following graphical user interfaces
for client users and administrators:

g
g

g
g

Backup, Archive, and Restore user interface

Client user interface on Windows 95/98/2000 and NT
clients

NetBackup Administration Console for Java

NetBackup Administration Console for Windows

A database administrator or NetBackup administrator can
start backup or restoreoperations for Oracle from the
NetBackup graphical user interface on the master server.

NetBackup for Oracle on Windows supports the parallel
backup and restore capabilities of the Oracle Recovery
Manager. This permits the user to run more than one tape
device at a time for a single Oracle backup or restore, thereby
reducing the time necessary to complete the operation.

Chapter 1, Introduction
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Terminology for NetBackup for Oracle on Windows

This section explains important terms that may be new to an Oracle database
administrator or a NetBackup administrator.

NetBackup Terms

This section describes NetBackup terms as they apply to NetBackup for Oracle on

Windows.

NetBackup

NetBackup policy

NetBackup schedule

Administrator directed
backups

User-directed backups and
restores

Graphical interfaces

Media Manager

Templates

NetBackup backs up and restores files, directories, raw
partitions, and databases on client systems that have Oracle
databases.

NetBackup policies define criteria for backups and restores.
These criteria include storage unit and media to use, backup
schedules, clients, files to back up, or backup templates or
scripts to execute.

NetBackup schedules control NetBackup operations such as:
when backups can occur, the type of backup (full, incremental)
to perform, and how long NetBackup retains the image
(retention level).

NetBackup administrators are able to perform remote backups
of all files, directories, databases, and raw partitions contained
on client systems within a client/server network via
NetBackup interfaces.

NetBackup users are able to perform backups of all files,
directories, databases, and raw partitions contained on client
systems within a client system.

Graphical user interfaces are available for both users and
administrators.

The Media Manager provides complete management and
tracking of all devices and media used during backups and
restores.

The NetBackup for Oracle wizards are used to create backup
and recovery templates. These wizards are initiated from the
NetBackup Backup, Archive, and Restore interface. The
wizards do not support all of the RMAN commands and
options provided by Oracle. A shell script should be written
for situations where a template does not provide all of the
required functionality.

v 4 NetBackup for Oracle System Administrator’s Guide - Windows NT/2000



Terminology for NetBackup for Oracle on Windows

bpdbsbor a

Oracle Terms

Full Backup

Incremental Backup

NetBackup for Oracle also provides a utility, bpdbsbor a, that
runs the wizard-generated templates. The utility can also
generate a shell script from a NetBackup for Oracle template.

A full backup copies all blocks into the backup set, skipping
only datafile blocks that have never been used. Note that a full
backup is not the same as a whole database backup; full is an
indicator that the backup is not incremental.

A full backup has no effect on subsequent incremental
backups, which is why it is not considered part of the
incremental strategy. In other words, a full backup does not
affect which blocks are included in subsequent incremental
backups.

An incremental backup is a backup of only those blocks that
have changed since a previous backup. Oracle allows you to
create and restore incremental backups of datafiles,
tablespaces, and a database. You can include a control file in an
incremental backup set, but the control file is always included
in its entirety, no blocks are skipped.

Chapter 1, Introduction
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Multi-Level Incremental
Backup

Differential Incremental
Backup

Cumulative Incremental
Backup

Oracle Recovery Manager allows you to create multi-level
backups. Each level is denoted by an integer, e.g., 0, 1, 2, etc. A
level 0 incremental backup, which is the base of subsequent
incremental backups, copies all blocks containing data.

When you generate a level n incremental backup in which n is
greater than 0, you back up:

O All blocks that have been modified since the most recent
backup at a level n or lower (this is the default type of
incremental backup, called Differential Incremental
Backup)

O All blocks that have been modified since the most recent
backup at level n-1 or lower (called a Cumulative
Incremental Backup)

The benefit of performing multi-level incremental backups is
that you do not back up all of the blocks all of the time.
Incremental backups at level greater than 0 only copy blocks
that were modified, which means that the backup size may be
significantly smaller and require much less time. The size of
the backup file depends solely upon the number of blocks
modified and the incremental backup level.

In a differential level n incremental backup, you back up all
blocks that have changed since the most recent backup at level
n or lower. For example, in a differential level 2 backup, you
back up all blocks modified since the last level 2, level 1, or
level 0 backup. Incremental backups are differential by default.

In a cumulative level n incremental backup, you back up all
blocks that have changed since the most recent backup at level
n-1 or lower. For example, in a cumulative level 2 backup, you
back up all blocks changed since the most recent level 1 or level
0 backup.

Cumulative incremental backups reduce the work needed for a
restore by ensuring that you only need one incremental backup
from any particular level at restore time. Cumulative backups
require more space and time than Differential Incremental
Backups, however, because they duplicate the work done by
previous backups at the same level.

NetBackup for Oracle System Administrator’s Guide - Windows NT/2000
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Oracle EBU Terms

Oracle7 Enterprise  The Oracle7 Enterprise Backup Utility (EBU) is a program provided

Backup Utility by the Oracle Corporation that lets database administrators back up
and restore Oracle databases. Although EBU is able to configure
and track the execution of those operations, it cannot directly
manage the storage devices and media used in its backups. It must
be integrated with an application that has these capabilities.
NetBackup for Oracle on Windows provides device and media
management capability by integrating the Oracle7 Enterprise
Backup Utility with NetBackup and its media management
software. Other advantages are access to NetBackup’s automatic
scheduling facilities and the graphical interfaces.

The Enterprise Backup Utility uses a Catalog Database to store
information about the Oracle7 databases being backed up or
restored through EBU. The Catalog Database also stores
information about backups that have been performed. It is used to
determine what needs to be restored from previous backups. The
use of a Catalog Database with EBU is not optional, one must be
used.

ebu command The command that you use to start a backup or restore by the
Oracle7 Enterprise Backup Utility.

This command is described in the Oracle7 Enterprise Backup Utility
Administrator’s Guide.

EBU script A script that specifies the action that the ebu command performs
(for example, backups, and restores).

Refer to the Oracle7 Enterprise Backup Utility Administrator’s Guide
(available from the Oracle Corporation) for a description of the
script.

Chapter 1, Introduction 7 T
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Oracle RMAN Terms

Oracle Enterprise Manager Backup Manager, the Oracle Enterprise Backup component, isa

Oracle Recovery Manager

RMAN Repository

graphical user interface for the Recovery Manager (RMAN).
This interface allows you to use the point and click method to
perform backups and recoveries. For more information about
the Oracle Enterprise Manager, see the Oracle Enterprise
Manager Administrator’s Guide.

Oracle Recovery Manager (RMAN) is used to back up, restore,
and recover database files. Oracle Recovery Manager starts
Oracle server processes on the target database. These Oracle
server processes actually perform the backup and restore.
Oracle Recovery Manager performs important backup and
recovery procedures, and greatly simplifies the tasks
administrators perform during these processes. However, it
cannot directly manage the storage devices and media used in
its backups and must be integrated with an application that has
these capabilities. NetBackup for Oracle on Windows provides
device and media management capability by integrating the
Oracle Recovery Manager with NetBackup and its media
management software. Other advantages are access to
NetBackup’s automatic scheduling facilities and the graphical
interfaces.

An RMAN recovery catalog or the database control file is a
repository for information that is used and maintained by
Oracle Recovery Manager. Oracle Recovery Manager uses this
information to determine how to execute requested backup
and restore actions.

Oracle recommends that you use Oracle Recovery Manager
with a recovery catalog, especially if you have 20 (or more)
datafiles. However, you are not required to maintain a recovery
catalog with Oracle Recovery Manager.

Because most information in the recovery catalog is also
available in the target database’s control file, Oracle Recovery
Manager supports an operational mode where it uses the target
database control file instead of a recovery catalog. This
operational mode is appropriate for small databases where
installation and administration of another database, for the sole
purpose of maintaining the recovery catalog, would be
burdensome.

For a detailed description of the recovery catalog, refer to the
Oracle Backup and Recovery Guide.

- 8 NetBackup for Oracle System Administrator’s Guide - Windows NT/2000
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rman command

RMAN script

The r man command is used to start a backup or restore by the
Oracle Recovery Manager. Recovery Manager is an integral
part of Oracle, unlike the Oracle7 Enterprise Backup Utility
which is an optional, stand-alone add-on. This command is
described in the Oracle Backup and Recovery Guide.

The RMAN script specifies the commands that Oracle
Recovery Manager will perform (for example, backups, and
restores). This command file is described in the Oracle Backup
and Recovery Guide (available from the Oracle Corporation).

The Oracle Backup and Recovery Guide explains the r man
commands and the command script files. Refer to that guide
for details on command syntax and improving performance.

There are example RMAN scripts in the directory named

i nstal | _pat h\ Net Backup\ dbext\ O acl e\ sanpl es\ RVA
N\ . These are shell scripts that execute RMAN commands and
are fully commented to explain the features used. We
recommend that you review these examples. You can use them
as a starting point for developing backup, restore, and recovery
scripts.

Chapter 1, Introduction
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Technical Overview of NetBackup for Oracle on Windows

The example network below shows the major components in a NetBackup for Oracle
configuration.

The storage devices are connected to the NetBackup master server. A NetBackup media
server can access the storage devices through the master server. Both the master server
and the media server must have NetBackup server software installed.

The host with the database must be a NetBackup client and have NetBackup for Oracle
installed.

Oracle7 Enterprise Backup Utility

Host 2

- Oracle7 Enterprise

w Backup Utility

Oracle instance |
to backup or NetBackup for
restore Oracle

I
NetBackup Client

Network
[
I
NetBackup* Master
Host 1*
*A Windows
NT/2000 »
i DB .
or UNIX operating Tape or Optical
NetBackup catalog
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Technical Overview of NetBackup for Oracle on Windows

How Does the Oracle7 Enterprise Backup Utility Work?

During a backup or restore, the Oracle7 Enterprise Backup Utility provides the interface to
the databases and performs the actual extraction and insertion of data.

To start a database backup or restore, the database administrator must execute a
command called ebu. This command can be executed from the command line, a DOS
script, or an application such as NetBackup. An EBU script is used as a parameter to the
ebu command and defines the type of operation to be performed (for example, backup or
restore). The EBU script also defines other components of the operation, such as the
database objects to be backed up or restored.

During a backup or restore, the Oracle7 Enterprise Backup Utility controls the data
streams going into or out of a database. This utility can access storage devices when it is
integrated with a media management system, such as that provided by NetBackup and its
Media Manager.

For more information, we recommend that you read the Oracle7 Enterprise Backup Utility
Administrator’s Guide.

How Does NetBackup for Oracle on Windows Work?

NetBackup for Oracle on Windows includes a library of functions that enable the Oracle7
Enterprise Backup Utility to use NetBackup with its Media Manager. The link to this
library is created during an Oracle7 Enterprise Backup Utility installation.

NetBackup users or schedules start database backups by specifying a NetBackup for
Oracle templates or shell script in the file list of the Oracle policy. The NetBackup for
Oracle templates or shell script executes the ebu command with the EBU script as a
parameter.

For a backup:

1. The ebu command, with the EBU script as a parameter, starts the requested operation
on the databases.

2. When the process requires media to store backup data, ebu starts a user-directed
backup by issuing a backup request.

3. The NetBackup master server connects to NetBackup for Oracle on the client and
transfers the database data to secondary storage.

A restore works in essentially the same manner except that ebu issues a restore request.
This causes NetBackup to retrieve the data from secondary storage and send it to
NetBackup for Oracle on the client.

Since the Oracle7 Enterprise Backup Utility supports parallel operations, a single ebu
execution can start more than one backup or restore on the NetBackup system.
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The status for an ebu operation is stored in the Oracle7 Enterprise Backup Utility catalog.
This is the same status that is indicated by the output from the script used to run the
backup or restore. This is the only status that a database administrator must check to
verify that a backup or restore has been successful.

NetBackup also logs status, but only for its own part of the operation. The database
administrator cannot use the NetBackup status to determine whether ebu was successful.
Errors can occur in ebu that do not affect NetBackup and are not recorded in its logs.

Incremental Backup of Oracle Databases

The Oracle7 Enterprise Backup Utility does not provide true incremental backups. That is,
rather than backing up just the modified data blocks, the utility backs up the entire
datafile, regardless of when the file was updated. An online backup and its archived redo
logs provide essentially the same protection as incrementals.

Refer to the Oracle7 Server Administrator’s Guide and the Oracle7 Enterprise Backup Utility
Administrator’s Guide for more complete details on the backup and recovery process.
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Oracle Recovery Manager

Host 2 Host 3
Oracle Recovery @ Oracle Recovery
Manager ~ Manager ’
Oracle instance NetBackup for

@ to backup Oracle
|

' NetBackup Client

Recovery Catalog
| Network (TCP/IP)

’ NetBackup Server ‘

Host 1*
*A Windows NT/2000 or @
UNIX operating system '
Tape or Optical

NetBackup database

How Does the Oracle Recovery Manager Work?

The Oracle Recovery Manager (RMAN) performs a wide variety of automated backup
and recovery functions. During backup or restore, RMAN provides the interface to the
databases and performs the actual extraction and insertion of data.

To start a database backup or restore, the database administrator must execute a
command called r man. This command can be executed from the command line, a DOS
script, or an application such as NetBackup. The RMAN script is used as a parameter to
the r man command and defines the commands to be performed (for example, backup or
restore). The RMAN script also defines other components of the operation such as the
database objects to be backed up or restored.

During a backup or restore, the Oracle Recovery Manager controls the data streams going
into or out of a database. The Oracle Recovery Manager can access storage devices when it
is integrated with a media management system, such as that provided by NetBackup and
its Media Manager.
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For more information, read the Oracle Backup and Recovery Guide.

How Does NetBackup for Oracle on Windows Work?
Following are prerequisites for performing backups to tape:

O Access to the NetBackup library

0O Generating unique file names

NetBackup for Oracle on Windows includes a library of functions that enable the Oracle
Recovery Manager to use NetBackup and its Media Manager. To provide access to this
library, the syst enB2 folder must be on the system PATH.

When using the backup command, each resulting backup set contains at least one backup
piece (datafile, datafile copy, control file, or archive log) from the target database. You
must give each backup piece a unique name using the f or mat operand. Several
substitution variables are available to aid in generating unique names. You can specify the
f or mat operand in the backup command or inthe al | ocat e channel command.
NetBackup considers the backup piece name as the file being backed up, so this name
must be unique in the catalog. When an Oracle 8.0.x RMAN backup uses a file name that
already exists in the catalog, the original backup having that name is deleted. In Oracle 8i
or later, the RMAN backup will fail withafil e al ready exists in catal ogerror.

For more information on generating unique file names, refer to the Oracle Backup and
Recovery Guide.

NetBackup users or schedules start database backups by specifying a NetBackup for
Oracle templates or shell script in the file list of the Oracle policy. The NetBackup for
Oracle templates or shell script specifies the backup commands that Oracle Recovery
Manager will perform on the client.

For a backup:
1. Ther man command starts the requested operation on the databases.

2. When the process requires media to store backup data, RMAN starts a user-directed
backup by issuing a backup request.

3. The NetBackup master server connects to NetBackup for Oracle on Windows on the
client and transfers the database data to secondary storage.

A restore works in essentially the same manner except that RMAN issues a restore
request. This causes NetBackup to retrieve the data from secondary storage and send it to
NetBackup for Oracle on Windows on the client.

Since the Oracle Recovery Manager supports parallel operations, a single r man execution
can start more than one backup or restore on the NetBackup system.
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The status for an RMAN operation is stored in the Oracle Recovery Manager catalog or in
the database control file. This is the same status that is indicated by the output of the script
used to run the backup or restore. This is the only status that a database administrator
must check to verify that a backup or restore has been successful.

NetBackup also logs status, but only for its own part of the operation. The database
administrator cannot use the NetBackup status to determine whether r man was
successful. Errors can occur in r man that do not affect NetBackup and are not recorded in
its logs.

Incremental Backup of Oracle Databases

The Oracle Recovery Manager provides true incremental backups. An incremental backup
will back up datafiles, which include only the blocks that have been changed since the last
incremental.

Refer to the Oracle Server Administrator’s Guide and the Oracle Backup and Recovery
Guide for more complete details on the backup and recovery process.
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Installation 2

This chapter explains how to install NetBackup for Oracle on Windows. It also contains
sections on installing Oracle7 Enterprise Backup Utility and Oracle Recovery Catalog.

To determine which Oracle version levels are supported, refer to the Database Agent
Matrix in the NetBackup Release Notes.
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NetBackup Installation Procedure
Before installing NetBackup for Oracle on Windows, be sure to complete the following
procedures:
O Install NetBackup server software on the server.
The NetBackup server platform can be any of those that NetBackup supports.

For a BusinesServer installation, refer to the NetBackup BusinesServer Getting Started
Guide - UNIX or the NetBackup BusinesServer Getting Started Guide for Windows for
details.

For a DataCenter installation, refer to the NetBackup DataCenter Installation Guide -
UNIX or the NetBackup DataCenter Installation Guide for Windows.

O Install the NetBackup client software on the client where you will be backing up the
databases.

See the NetBackup Installation Guide - PC Clients for installation instructions on
Windows clients.

0O Stop Oracle Services.

Now you are ready to install NetBackup for Oracle on Windows on the client where
you will be backing up the databases. Refer to the next section for detailed
instructions on installing NetBackup for Oracle on Windows.
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Installing NetBackup for Oracle on Windows

The following is the procedure for installing NetBackup for Oracle on Windows.

Installation Requirements

0 A valid license key for NetBackup for Oracle on Windows must be registered on the
master or media server. License keys can be added from the NetBackup
Administration Console. From the Help menu, choose License Keys.

0O The version of the NetBackup Client and the version of NetBackup for Oracle on
Windows must be the same (e.g., 4.5).

v To install NetBackup for Oracle on Windows:

1. Insert the NetBackup CD-ROM into the drive.

- On systems with AutoPlay enabled for CD-ROM drives, the NetBackup install
program starts automatically.

- On Windows NT 4.0 or Windows 2000 systems that have AutoPlay disabled, run
the Launch. exe program in the root directory on the CD-ROM.

2. Below the “Main Menu” on the left, click Database Agents.
3. Click Database Agent Installation.

4. Click Oracle.

5. Click Next and follow the prompts in the setup program.

6. Restart the Oracle services.
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Install Oracle Recovery Catalog

The recovery catalog is a repository of information that is used and maintained by Oracle
Recovery Manager. Oracle Recovery Manager uses the information in the recovery
catalog to determine how to execute requested backup and restore actions.

The recovery catalog contains information about:

0O Datafile and archivelog backup sets and backup pieces
Datafile copies

Archived redo logs and their copies

Tablespaces and datafiles on the target database

O o o O

Stored scripts, which are named, user-created sequences of RMAN and SQL
commands

Oracle recommends you use Oracle Recovery Manager with a recovery catalog, especially
if you have 20 (or more) datafiles. However, you are not required to maintain a recovery
catalog with Oracle Recovery Manager.

Because most information in the recovery catalog is also available in the target database’s
control file, Oracle Recovery Manager supports an operational mode where it uses the
target database control file instead of a recovery catalog. This mode is appropriate for
small databases where installation and administration of another database for the sole
purpose of maintaining the recovery catalog would be burdensome.

If a recovery catalog is not used, the following features are not supported:
0O Tablespace point-in-time recovery

O Stored scripts

O Restore and recovery when the control file is lost or damaged

Because recovery catalog installation procedures are version specific, refer to your Oracle
Backup and Recovery Guide for details.
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Before attempting to configure NetBackup for Oracle on Windows, complete the
installation procedure as described in the Installation chapter.

The following is the configuration procedure.

1.

2.

6.

7.

Configuring the Media Manager

Setting the Maximum Jobs per Client Global Attribute
Configuring a NetBackup Policy

Configuring the Run-Time Environment

Creating Templates and Shell Scripts

Database User Authentication and Server-Directed Backups

Testing NetBackup for Oracle on Windows Configuration Settings.

The following sections in this chapter describe each of these steps in detail.

To configure NetBackup for Oracle on Windows from a Windows NetBackup server, see
“Configuration Using the NetBackup Administration Console for Windows” on page 22.

To configure NetBackup for Oracle on Windows from a UNIX NetBackup server, see
“Configuration Using the NetBackup Administration Console for UNIX” on page 36.
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Configuration Using the NetBackup Administration
Console for Windows

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

O
O
O
O

Configuring the Media Manager
Setting the Maximum Jobs per Client global attribute
Configuring a NetBackup policy

Testing NetBackup for Oracle on Windows configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

v To launch the NetBackup Administration Console for Windows

1.

2.

Log on to the server as administrator.

From the Windows Start menu, point to Programs, point to VERITAS NetBackup
and click NetBackup Administration Console.

The NetBackup Administration Console appears.
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ik NetBackup Administration Console

File Action Edt View Help -

=N # B
VERITAS o
Activity Monitor NetB Eleupm Datacente r b
B MetBackup Management
¥ Reparts mal Getting Started
+ @ Palicies ‘54 Get step-by-step help setting up MetBackup.
+-Z4] Storage Units
Catalog . Configure Storage Devices
+ Host P.[DD.EIEIES Define robots and drives.
S Authorization

=2 Media and Device Manageme
@ Device Monitar
+- B Media
+ Devices

Configure Yolumes
Inventary robots and define volumes for uze in standalone drives.

Specify how and when MetBackup configuration and catalog information is to be backed up.

Create a Backup Policy
Define schedules for backing up data on a single client or a et of clients.

_—
o
By
=
E i Configure the Catalog Backup

- Import Wizard.
J‘I This wizard will assist you in stepping through an import.

LI Configure a Shared Drive
:‘_,' . Configure MetBackup to use a new shared drive or reconfigure an existing shared drive.
|

< ) K

For Help. press F1

| 3

Master Server: gyifalcon Connected

Configuring the Media Manager

Use the Media Manager to configure tapes or other storage units for a NetBackup for
Oracle on Windows configuration.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for UNIX if the
NetBackup server is UNIX.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for Windows if
the NetBackup server is Windows.

The number of volumes required will depend on the devices used, the size of the Oracle
databases that you are backing up, and the frequency of backups.

Setting the Maximum Jobs per Client Global Attribute

The Maximum jobs per client attribute value is figured with the following formula.
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v

Max Jobs per dient = Number of Streams x Number of Policies
Where:

O Number of Streams is the number of backup streams between the database server and
NetBackup. Each separate stream starts a new backup job on the client.

O Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

To avoid any problems, we recommend that you enter a value of 99 for the Maximum
jobs per client global attribute.
To set the Maximum jobs per client attribute on a Windows server

1. Inthe left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Server.

2. Inthe right pane, double-click on the server icon.
The Master Server Properties dialog box appears.

3. Inthe Master Server Properties dialog box, click the Global NetBackup Attributes
tab.

ET' Master Server Properties

Bﬂ Media Servers ] m& B andwidth ] Q‘@ Fiestore ] B General Server ] @ Media ]
@ Timeouts ] % Logging ] é Authorization ] Q Firewall ] Client Attributes ] GO ]

General G5 Retention Periods ] @ Universal Settings ] 3 sewers ]

‘Wwakeup interval: b aximum jobs per client:
n 3: minutes 1 3:

Schedule backup attempts: M aximum backup copies:
2 3: tiies par |12 3: hours 2 5'

Druration to retain logs: Days to keep wault files:
28 3: days 3 days

How long ta keep TIR information: Interval for status reports:
1 3: days 24 3: hours
E_nforc:e media mount timeout Compress catalog after:

3: niriutes 3: days

E-mail address for the MetBackup administrator:

]

K Cancel | Help |

The default value is 1 for Maximum jobs per client.

4. Change the Maximum jobs per client value to a value equal to the maximum number
of backups allowed per client.
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Tip To avoid any problems, we recommend that you enter a value of 99 for the
Maximum jobs per client global attribute.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

0 storage unit and media to use

O backup schedules

O backup templates or shell script files to be executed on the clients
O clients to be backed up

To use NetBackup for Oracle on Windows, at least one Oracle policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for Oracle policies are the same as for file system backups. In addition
to the attributes described here, there are other attributes for a policy to consider. Refer to
the NetBackup System Administrator’s Guide for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a Windows server or from a
NetBackup Remote Administration Console host.

v To add a new policy
1. Log on to the server as administrator.
2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one where you want to add
the policy.

4. Inthe left pane, right-click Policies. From the menu, select New Policy.
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The Add a New Policy dialog box appears.

Add a New Policy [ %]

Folicy name:

™ Use Backup Policy Configuration ‘wizard.

Cancel |

a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through the setup process and simplifies it by automatically choosing default
values that are good for most configurations. If necessary, you can change the
defaults later by editing the policy.

- To use the wizard, select the Use Backup Policy Configuration Wizard box
and click OK. The wizard starts and you create the policy by following the
prompts. When prompted, select the Oracle policy type.

- If you require more control over the settings than the wizard provides, then
do not select the Use Backup Policy Configuration Wizard box and proceed
to step 5.

5. Click OK.
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A dialog box appears in which you can specify the general attributes for the policy.

attibutes | & Schedules | By Cients | ) Fies |
Palicy type: ¥ Active. Gointo effect at
[ eoooopm =J12/311983 =]
[fthost back thiod:
e I | &l frozen image: clients
ILocaI Huost j
. ™ Backup Netwark Drives
Destination —————
Policy storage unit: [™ Cross mount points
I Any Available j ™ Collect true image restore information
Palicy wolume pool: I with move detection
MetBackup -
I J " Compression
I Limit jobs per policy: I~ EncEncry
I =l ™| [dividual file: restore from rav
Juob priority: ) . .
0 —1 [higher nurmber iz ™ Collect disaster recovery information
=1 greater priority]
Keyword phrase: [optional] | Black level incremental
I [~ Allow multiple data streams

QK I Cancel | Help |

6. From the Policy Type box, select the Oracle policy type.

~

Attributes.”

8. Add other policy information:
- To add schedules, see “Adding New Schedules.”

Complete the entries on the Attributes tab as explained in “Description of

- To add templates or shell scripts, see “Specifying the List of Scripts.”

- To add clients, see “Adding Clients to a Policy.”

9. Click OK. The new policy will be created.

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for Oracle backups are explained below.
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Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the policy attributes.

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases

the types of backups that can be performed on those clients.
To use NetBackup for Oracle on Windows, you must have defined at least
one Oracle policy.

Keyword phrase For NetBackup for Oracle on Windows, the keyword phrase entry is

ignored.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

An Oracle backup requires at least two specific schedule types: an Application Backup
schedule and an Automatic Backup schedule. You can also create additional schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules.

v To configure an Application Backup schedule

1.

Double-click on the schedule named Default-Application-Backup.

All Oracle database operations are performed through NetBackup for Oracle on
Windows using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each Oracle policy you
create. If you do not do this, you will not be able to perform a backup. To help satisfy
this requirement, an Application Backup schedule named
Default-Application-Backup is automatically created when you configure a new
Oracle policy.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for Oracle on Windows backups, including those started
automatically.

For example, assume that you:
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- expect users to perform NetBackup operations during business hours, 0800 to
1300.

- configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Example Settings for an Application Backup schedule.

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59

Tip  Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This will ensure that your NetBackup for Oracle on Windows
operations are never locked out due to the Application Backup schedule.

v To configure an automatic backup schedule

1. Inthe left pane, right-click on the name of the policy and select New Schedule from
the menu.

The Add New Schedule dialog box appears. The title bar shows the name of the
policy to which you are adding the schedules.

Add Hew Schedule - Policy sample EHE
&y Attibutes l% Start Window] @ Exclude Dates]
Narme: Destination:
r [
I
" Overide policy starage unit:
Type of backup: | J
|Aut0matic Full Backup j
[ Overide policy volume pool:
Schedule type: | J
" Calendar
Retention:
r
- | E
TEqUENCY: ) —
Media multiplexing
1 5:' Wweeks = ’Tj

QK | Cancel Help
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2. Specify a unique name for the schedule.

3. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of

Backups.”
Refer to the following tables for recommended settings for an Automatic Backup
schedule
Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the 2 weeks
Backup record of a backup.
Frequency Frequency determines how often | every week
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.
Automatic Retention The length of time to store the 1 week
Differential record of a backup.
Incremental Backup Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Sunday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.
Automatic Retention The length of time to store the 1 week
Cumulative record of a backup.
Incremental Backup Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Sunday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.

4. Specify the other properties for the schedule as explained in “Schedule Properties.”

When a schedule is executed, NetBackup sets environment variables based on which
type of automatic backup schedule is selected. These environment variables can then
be used to conditionally start a backup. Refer to “Environment Variables Set Up by
NetBackup for Oracle” on page 52.

5. To add other schedules, repeat Step 1 through Step 4.
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Types of Backups

Application Backup The Application Backup schedule enables user-controlled NetBackup

Automatic Full
Backup

Automatic
Differential
Incremental
Backup

Automatic
Cumulative
Incremental
Backup

operations performed on the client. At least one Application Backup
schedule type must be configured for each Oracle policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

A full backup copies all blocks into the backup set, skipping only datafile
blocks that have never been used.

In a differential level n incremental backup, you back up all blocks that have
changed since the most recent backup at level n or lower. For example, in a
differential level 2 backup, you back up all blocks modified since the last
level 2, level 1, or level 0 backup. Incremental backups are differential by
default.

In a cumulative level n incremental backup, you back up all blocks that have
changed since the most recent backup at level n-1 or lower. For example, in a
cumulative level 2 backup, you back up all blocks changed since the most
recent level 1 or level 0 backup.

Cumulative incremental backups reduce the work needed for a restore by
ensuring that you only need one incremental backup from any particular
level at restore time. Cumulative backups require more space and time than
Differential Incremental Backups, however, because they duplicate the work
done by previous backups at the same level.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained below.

Other schedule properties will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the schedule properties.

Property

Description

Type of backup

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see “Types of Backups.”
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Property

Description

Frequency

Calendar

Retention

Multiple copies

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday. Normally,
incremental backups will have a shorter frequency than full backups.

This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.

Frequency based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Note Oracle is not notified when NetBackup expires a backup image. You
must use Oracle RMAN repository maintenance commands to
periodically delete expired backup sets from the Oracle RMAN
repository.

Calendar based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred. However, this setting is not significant for calendar
based scheduling.

If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your Oracle policy, configure Multiple copies on the
Application Backup schedule.
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Expiration of Backup Files

NetBackup and Oracle each maintain a repository for backup image information.
Currently, automatic expiration of backup images from both repositories is not supported.

The following describes how to expire images and synchronize the NetBackup and the
Oracle repositories.

Expiration of Backup Images from the NetBackup Repository Using Retention Level.

NetBackup automatically controls the expiration of the Oracle backup images from its
repository using the retention setting in anApplication Backup schedule.

Use the retention setting to specify the length of time before NetBackup expires a backup
image. Note that the retention setting has a slightly different meaning for an Application
Backup schedule and an automatic backup schedule. See “Schedule Properties” for more
details.

When you use the retention setting to expire backup images, you must perform periodic
Oracle repository maintenance to remove references to expired backup files.

Oracle7 Enterprise Backup Utility Repository Maintenance. Manually remove
references to backup images from the Oracle repository. Use the ebut ool utility or the
i nval i dat e script command to delete successfully completed jobs. Any of these
methods deletes Backup File Set information from both the Oracle7 Enterprise Backup
Utility repository and the NetBackup repository.

When a request is issued to delete a backup file from the EBU repository, it sends the
request to NetBackup for Oracle to delete the corresponding image from the NetBackup
repository regardless of the retention level.

Oracle Recovery Manager Repository Maintenance. Manually remove references to
backup images from the Oracle RMAN repository. Use RMAN repository maintenance
commands to remove references to backup files. You can use these commands to delete
backup image information from both the Oracle RMAN repository and the NetBackup
repository. For more information on the RMAN repository maintenance commands, refer
to “Maintaining the RMAN Repository” on page 74.

When a request is issued to delete a backup file from the RMAN repository, RMAN sends
the request to NetBackup for Oracle to delete the corresponding image from the
NetBackup repository, regardless of the retention level.

Specifying the List of Scripts

The Scripts list in a database policy has a different meaning than the File list has for other
policies. Normally, in a Windows policy, you would list files and folders to be backed up.
But since you are now configuring a database policy, you will list templates or scripts.
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For a discussion of NetBackup for Oracle templates and shell scripts, see “Creating
Templates and Shell Scripts” on page 55.

Add templates or shell scripts only if you are setting up a policy for automatic scheduling.
All templates or shell scripts listed in the Scripts list will be executed for the Automatic
Full Backup, Automatic Differential Incremental Backup, or Automatic Cumulative
Incremental Backup schedules as specified under the Schedules tab.

All templates or shell scripts specified in the Scripts list are executed during manual or
automatic backups. NetBackup will start backups by running the templates or shell
scripts in the order that they appear in the Scripts list.

To add templates or shell scripts to the Scripts List

Caution Be sure to use the correct NetBackup for Oracle templates or shell script name
in the file list to prevent an error or possibly a wrong operation.

1. In the left pane of the NetBackup Administration Console, right-click on the policy
name and click New Script.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the templates or shell scripts.

Add Script - Policy sample EHE

Folder, file or directive:

|| j Browse...

Insert | Add | Cloze | Help |

Note Do not use the Browse option if you are listing RMAN templates. Selecting via
Browse will provide a full path, which works for shell scripts but not for templates.

2. Type the name of the NetBackup for Oracle template or shell script.
Shell scripts:
Be sure to specify the full pathname when listing shell scripts. For example:

i nstal | _pat h\ Net Backup\ dbext \ or acl e\ sanpl es\ rman\ col d_dat abase_bac
kup. cnd

Be sure that the shell scripts listed here are installed on each client in the Client list.

Templates:
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Since templates are stored in a known location on the master server, only the template
file name should be entered. For example:

weekl y_full _backup.tpl

3. Click Add.

Adding Clients to a Policy

The client list is the list of clients on which your NetBackup for Oracle templates or shell
scripts will be executed during an automatic backup. A NetBackup client must be in at
least one policy but can be in more than one.

v To add clients to a policy

1. In the left pane of the NetBackup Administration Console, right-click on the policy
name and click New Client.

The Add New Client dialog box appears. The title bar shows the name of the policy to
which you are adding the clients.

Add Mew Client - Policy sample EHE
Client name:
| Browse...
Hardware and operating syzten:
[P, windowsNT -
Add ok | Oose | Hen |

2. Inthe Client name text box, type the name of the client that you are adding.
On the client the following should be installed:
- Oracle
- NetBackup client or server
- NetBackup for Oracle on Windows

- the backup shell script(s) (unless you are using templates)
3. Choose the hardware and operating system type.
4. Click Add.

5. To add another client, repeat step 2 through step 4. If this is the last client, click Close
to close the dialog box.

Chapter 3, Configuration 35 —



Configuration Using the NetBackup Administration Console for UNIX

Configuration Using the NetBackup Administration
Console for UNIX

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

O
O
O
O

Configuring the Media Manager
Setting the Maximum Jobs per Client global attribute
Configuring a NetBackup policy

Testing NetBackup for Oracle on Windows configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

v To launch the NetBackup Administration Console for UNIX

1.

2.

3.

Log onto the UNIX server as root.

Start the NetBackup Administration Console by executing:
install_path/ net backup/ bi n/j nbSA &
The Login dialog box appears.

b Administration Console

I etBackup

ister NetBackup on any NecBackup host. To legin, enter the
and password for the specified NetBackup host.

Type the name of the master server where you initially want to manage NetBackup.
You can specify any NetBackup master server. Indicate the User and Password.

NetBackup for Oracle System Administrator’s Guide - Windows NT/2000



Configuring the Media Manager

4. Click Login. The NetBackup Administration Console appears.

» Administration Console [logged into hagar.minow.com]

VERITAS NetBackup: Batacenter -

File Bt ew fetions  Help

= e = 1B |®m

T o » Getting Started
Backup, Archive, and Restors 3 et step-by-step help setting up NetBackup from start to finish
Hetivity Monitar oL
L E

- Net Backup Management

+ Reports —
T_I' Poicies (m) = Configure Storage Devices
o . = Define robots and drives.
++F storage Units
¥ Catalog
+-5al Host Properties _
= _I-\a and Device hanagement 7L Configurs Yolumes
. . Lkl Inventory robots and define volumes for use in standalone drives.
0 Devive Moriter O
] Media =
+ =) Devices .
ﬂ.@l-n \nagemant 1 Configure the Catalog Backup
4 P | Specify how and when NetBackup configuration and catalog infommation is to be
. backed up.
E

Create = Backup Policy

-
% Define schedules for backing up data on a single client or a s2t of clients.

Configuring the Media Manager

Use the Media Manager to configure tapes or other storage units for a NetBackup for
Oracle on Windows configuration.

0O Refer to the Media Manager for NetBackup System Administrator’s Guide for UNIX if the
NetBackup server is UNIX.

O Refer to the Media Manager for NetBackup System Administrator’s Guide for Windows if
the NetBackup server is Windows.

The number of volumes required will depend on the devices used, the size of the Oracle
databases that you are backing up, and the frequency of backups.

Setting the Maximum Jobs per Client Global Attribute

The Maximum jobs per client attribute value is figured with the following formula.
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Max Jobs per dient = Number of Streams x Number of Policies
Where:

O Number of Streams is the number of backup streams between the database server and
NetBackup. Each separate stream starts a new backup job on the client.

O Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

To avoid any problems, we recommend that you enter a value of 99 for the Maximum
jobs per client global attribute.
To set the Maximum jobs per client attribute on a UNIX server

Use this procedure to set the Maximum jobs per client global attribute using the
NetBackup Administration Console - Java interface on a Java-capable platform.

1. Inthe left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Servers.

2. Inthe right pane, double-click on the server icon. Click Global Attributes.

The Master Server Properties dialog box appears.

perties: hagar.minowv.com

N Global Attributes IRl il

£33 Universal settings
| Retention Periods
_E Seners fakeup intenval haximum jobs per client
_Qé Banduidth ,_m::I s ,_1 :I
— Restore Failower
| B General Server Schedule backup attempts st BEchuE Copies

= i 122 2
__@.. Port Ranges ijes per jhours Zj
|—| hedia

g Comprass catalog after Status report interval
=14 Timeouts 4| 4

0 never 244 hours

[~ cliert Attributes
—E Unix Senver Cleanup
- £ suthorization Keep TIR information for Keep logs for
& Fireval 1 :I i ] :I days
L Logaing

% Feepwautt [egsfan

a0 ﬂ dayE
Administrator e-mail address
I Ok | LCancel | Apply | Help |

The default value is 1 for Maximum jobs per client.
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3. Change the Maximum jobs per client value to a value equal to the maximum number
of backups allowed per client.

Tip To avoid any problems, we recommend that you enter a value of 99 for the
Maximum jobs per client global attribute.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

0 storage unit and media to use

O backup schedules

O backup templates or shell script files to be executed on the clients
O clients to be backed up

To use NetBackup for Oracle on Windows, at least one Oracle policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for Oracle policies are the same as for file system backups. In addition
to the attributes described here, there are other attributes for a policy to consider. Refer to
the NetBackup System Administrator’s Guide for detailed configuration instructions and
information on all the attributes available.
Use this procedure when configuring a policy from a UNIX server.

v To add a new policy
1. Log onto the server as root.

2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one to which you want to add
the policy.

4. Inthe left pane, click on Policies. The right pane splits into a All Policies pane and a
details pane.

5. Inthe All Policies pane, right-click on the Master Server, and click New.
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The Add a New Policy dialog box appears.

Paolicy name:

| Use add policy wizard.

Ok LCancel |

a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through the setup process and simplifies it by automatically choosing default
values that are good for most configurations. If necessary, you can change the
defaults later by editing the policy.

- To use the wizard, select the Use add policy wizard box and click OK. The
wizard starts and you create the policy by following the prompts. When
prompted, select the Oracle policy type.

- If you require more control over the settings than the wizard provides, do not
select the Use add policy wizard box and proceed to step 6.

6. Click OK.
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A dialog box appears in which you can specify the general attributes for the policy.

15:37:17 = e M=

O O o O

ireremErtall

-
-
-
] co
] B
-

7. From the Policy type box, select the Oracle policy type.

8. Complete the entries on the Attributes tab as explained in “Description of Attributes”
and click Apply to save the attribute entries.
9. Add other policy information:
- To add schedules, see “Adding New Schedules.”
- To add templates or shell scripts, see “Specifying the List of Scripts.”
- To add clients, see “Adding Clients to a Policy.”

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for Oracle backups are explained below.
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Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the policy attributes.

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases

the types of backups that can be performed on those clients.
To use NetBackup for Oracle on Windows, you must have defined at least
one Oracle policy.

Keyword phrase For NetBackup for Oracle on Windows, the keyword phrase entry is

ignored.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A Oracle backup requires at least two specific schedule types: an Application Backup
schedule and an Automatic Backup schedule. You can also create additional schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules.

v To configure an Application Backup schedule

1.

2.

Under the policy name, select Schedules.

In the right pane, double-click on the schedule named Default-Application-Backup.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the schedule.

All Oracle database operations are performed through NetBackup for Oracle on
Windows using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each Oracle policy you
create. If you do not do this, you will not be able to perform a backup. To help satisfy
this requirement, an Application Backup schedule named
Default-Application-Backup is automatically created when you configure a new
Oracle policy.

Specify the other properties for the schedule as explained in “Schedule Properties.”
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The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for Oracle on Windows backups, including those started
automatically.

For example, assume that you:

- expect users to perform NetBackup operations during business hours, 0800 to
1300.

- configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Tip

Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This will ensure that your NetBackup for Oracle on Windows
operations are never locked out due to the Application Backup schedule.

Example Settings

for an Application Backup schedule.

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59
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v To configure an automatic backup schedule

1. Inthe All Policies pane, expand the policy you wish to configure. Right-click
Schedules and choose New.

A dialog box appears. The title bar shows the name of the policy to which you are
adding the schedules.

2. Specify a unique name for the schedule.

3. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of
Backups.”
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Refer to the following tables for recommended settings for an Automatic Backup

schedule.
Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the 2 weeks
Backup record of a backup.
Frequency Frequency determines how often | every week
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.
Automatic Retention The length of time to store the 1 week
Differential record of a backup.
| I Back -
neremental Backup Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Sunday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.
Automatic Retention The length of time to store the 1 week
Cumulative record of a backup.
| I Back -
neremental Backup Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Sunday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.

4. Specify the other properties for the schedule as explained in “Schedule Properties.”

When a schedule is executed, NetBackup sets environment variables based on which
type of automatic backup schedule is selected. These environment variables can then
be used to conditionally start a backup. Refer to “Environment Variables Set Up by

NetBackup for Oracle” on page 52.

To add other schedules, repeat step 1 through step 4.
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Types of Backups

Application Backup The Application Backup schedule enables user-controlled NetBackup

Automatic Full
Backup

Automatic
Differential
Incremental
Backup

Automatic
Cumulative
Incremental
Backup

operations performed on the client. At least one Application Backup
schedule type must be configured for each Oracle policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

A full backup copies all blocks into the backup set, skipping only datafile
blocks that have never been used.

In a differential level n incremental backup, you back up all blocks that have
changed since the most recent backup at level n or lower. For example, in a
differential level 2 backup, you back up all blocks modified since the last
level 2, level 1, or level 0 backup. Incremental backups are differential by
default.

In a cumulative level n incremental backup, you back up all blocks that have
changed since the most recent backup at level n-1 or lower. For example, in a
cumulative level 2 backup, you back up all blocks changed since the most
recent level 1 or level 0 backup.

Cumulative incremental backups reduce the work needed for a restore by
ensuring that you only need one incremental backup from any particular
level at restore time. Cumulative backups require more space and time than
Differential Incremental Backups, however, because they duplicate the work
done by previous backups at the same level.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained below.

Other schedule properties will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for detailed
explanations of the schedule properties.

Property

Description

Type of backup

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see “Types of Backups.”
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Property

Description

Frequency

Calendar

Retention

Multiple copies

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday. Normally,
incremental backups will have a shorter frequency than full backups.

This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.

Frequency based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Note Oracle is not notified when NetBackup expires a backup image. You
must use Oracle RMAN repository maintenance commands to
periodically delete expired backup sets from the Oracle RMAN
repository.

Calendar based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred. However, this setting is not significant for calendar
based scheduling.

If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your Oracle policy, configure Multiple copies on the
Application Backup schedule.
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Expiration of Backup Files

NetBackup and Oracle each maintain a repository for backup image information.
Currently, automatic expiration of backup images from both repositories is not supported.

The following describes how to expire images and synchronize the NetBackup and the
Oracle repositories.

Expiration of Backup Images from the NetBackup Repository Using Retention Level.

NetBackup automatically controls the expiration of the Oracle backup images from its
repository using the retention setting in anApplication Backup schedule.

Use the retention setting to specify the length of time before NetBackup expires a backup
image. Note that the retention setting has a slightly different meaning for an Application
Backup schedule and an automatic backup schedule. See “Schedule Properties” for more
details.

When you use the retention setting to expire backup images, you must perform periodic
Oracle repository maintenance to remove references to expired backup files.

Oracle7 Enterprise Backup Utility Repository Maintenance. Manually remove
references to backup images from the Oracle repository. Use the ebut ool utility or the
i nval i dat e script command to delete successfully completed jobs. Any of these
methods deletes Backup File Set information from both the Oracle7 Enterprise Backup
Utility repository and the NetBackup repository.

When a request is issued to delete a backup file from the EBU repository, it sends the
request to NetBackup for Oracle to delete the corresponding image from the NetBackup
repository regardless of the retention level.

Oracle Recovery Manager Repository Maintenance. Manually remove references to
backup images from the Oracle RMAN repository. Use RMAN repository maintenance
commands to remove references to backup files. You can use these commands to delete
backup image information from both the Oracle RMAN repository and the NetBackup
repository. For more information on the RMAN repository maintenance commands, refer
to “Maintaining the RMAN Repository” on page 74.

When a request is issued to delete a backup file from the RMAN repository, RMAN sends
the request to NetBackup for Oracle to delete the corresponding image from the
NetBackup repository, regardless of the retention level.

Specifying the List of Scripts

The File list in a database policy has a different meaning than the File list has for other
policies. Normally, in a Windows policy, you would list files and folders to be backed up.
But since you are now configuring a database policy, you will list templates or scripts.
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For a discussion of NetBackup for Oracle templates and shell scripts, see “Creating
Templates and Shell Scripts” on page 55.

Add templates or shell scripts only if you are setting up a policy for automatic scheduling.
All templates or shell scripts listed in the Files list will be executed for the Automatic Full
Backup, Automatic Differential Incremental Backup, or Automatic Cumulative
Incremental Backup schedules as specified under the Schedules tab.

All templates or shell scripts specified in the Files list are executed during manual or
automatic backups. NetBackup will start backups by running the templates or shell
scripts in the order that they appear in the Files list.

v To add templates or shell scripts to the Scripts List

Caution Be sure to use the correct NetBackup for Oracle templates or shell script name
in the file list to prevent an error or possibly a wrong operation.

1. Inthe left pane, click Policies.

2. Inthe All Policies pane, expand the policy you want to add the templates or shell
scripts.

3. Right-click on Files and choose New.

The Add File dialog box appears. The title bar shows the name of the policy to which
you are adding the shell scripts.

o

B Senver: Ihagar

Construct a list of path (and directives, if i 1o add to the file list.

Pathname or directive:

wour pathname or directive Vl Add |

List of pathnames and directives to add to file list:

OK | Eancell Help |

4. Type the name of the Oracle template or shell script.

Shell scripts:
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Be sure to specify the full pathname when listing shell scripts. For example:

i nstal | _pat h\ Net Backup\ dbext\ Or acl e\ sanpl es\ RMAN\ col d_dat abase_bac
kup. cnd

Be sure that the shell scripts listed here are installed on each client in the Client list.
Templates:

Since templates are stored in a known location on the master server, only the template
filename should be entered. For example:

weekly full_backup.tpl
5. Click Add.

6. To add more scripts, repeat step 4 and step 5.

Adding Clients to a Policy
The client list is the list of clients on which your NetBackup for Oracle on Windows
backups will be performed. A NetBackup client must be in at least one policy but can be in
more than one.

v To add clients to a policy
1. Inthe left pane, expand Policies.

2. Inthe All Policies pane, expand the policy you wish to configure.

3. Right-click on Clients and choose New.

The Add Client dialog box appears. The title bar shows the name of the policy where
you are adding clients.

Senver: Ihagar.min.o\r.com

2dd
Client name:

ak
I |

Cloze |
Hardware and operating system:
IMACINTDSH. b 05 vl Help |

4. Inthe Client name text box, type the name of the client that you are adding.
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On the client the following should be installed:
- Oracle

- NetBackup client or server

- NetBackup for Oracle on Windows

- the backup shell script(s) (unless you are using templates)
5. Choose the hardware and operating system type and click Add.

6. Ifthisisthe last client, click OK. If you are going to add more clients, repeat step 4 and

step 5.
. . e
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Configuring the Run-Time Environment

The following is the order of precedence for the run-time configuration variable settings
(when applicable).

1. vendor-specific string with send command
2. par s operand

3. environment variables

Refer to “Environment Variables Set Up by a User” on page 52 or “Environment Variables
Set Up by NetBackup for Oracle” on page 52 for details.

Environment Variables Set Up by NetBackup for Oracle

When a schedule executes, NetBackup sets environment variables for templates andshell
scripts to use when performing a NetBackup operation. These variables are set only if the
backup is started from the server (either automatically by the NetBackup scheduler or
manually through the administrator interface).

NB_ORA_SERV

Name of the NetBackup Server.
NB_ORA_POLICY

Name of the Oracle policy.
NB_ORA_CLIENT

Name of the NetBackup client that hosts the Oracle database.
NB_ORA_FULL

Set to 1 if this is an Automatic Full Backup.
NB_ORA_INCR

Set to 1 if this is an Automatic Differential Incremental Backup.
NB_ORA_CINC

Set to 1 if this is an Automatic Cumulative Incremental Backup.

Environment Variables Set Up by a User

Environment variables set by the user will take precedence over those set up by
NetBackup for Oracle.

The NetBackup for Oracle on Windows variables that follow can be set for use in the
Oracle user environment.

NB_ORA_SERV
Specifies the name of NetBackup master server.
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NB_ORA_CLIENT
Specifies the name of the Oracle client. It is especialy useful for redirecting a
restore to a different client, or specifying a virtual client name in a cluster.
NB_ORA_POLICY
Specifies the name of the policy to use for the Oracle backup.
NB_ORA_SCHED
Specifies the name of the Application Backup schedule to use for the
Oracle backup.

Oracle7 EBU Environment

You can set any of the environment variables from within the NetBackup for Oracle shell
script.

For example, in the NetBackup for Oracle shell script, the following will specify what
policy and server to use for a database backup in your Oracle environment.

set NB_ORA POLI CY your_policy
set NB_ORA_SERV your_server

Oracle RMAN Environment

Because components of RMAN run as Services on Windows, special attention should be
given to environment variables. The environment that a Service runs in is established
when the service is started, usually when the system is booted. Typically, a Service will
run under the SYSTEM account so it will take on the System level environment settings.
Because a Service provides RMAN functionality, an environment variable set at runtime
will not be visible during a backup or restore.

Templates:

With Templates, NetBackup for Oracle on Windows environment variables are specified
on the NetBackup for Oracle Configuration Variables Wizard page. See “Creating RMAN
Templates Using the NetBackup for Oracle Backup Wizard” on page 58.

Shell scripts:

Use the “send” command or the “par ns” operand to specify NetBackup for Oracle on
Windows environment variables for use during a backup or restore. The send command
was introduced with Oracle8i. If you are using an Oracle8.0.x version of RMAN, you must
use the par ns operand.

The send command sends a vendor-specific quoted string to NetBackup for Oracle on
Windows.

For example, the following will specify what policy and server to use for a database
backup.
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run {
all ocate channel t1 type ’sbt_tape’;
al l ocate channel t2 type 'sbt_tape’;
send ' NB_ORA POLI Cy=your_policy, NB_ORA_ SERV=your_server’ ;
backup
(database format 'bk_%J %');
}

Specify the variables in the string in the RMAN script after all channels have been
allocated and before the backup command.

The par s operand can also be used to set environment variables at runtime.

The following example uses the par s operand to specify what policy and server to use
for a database backup. par ns is set with each allocate channel command in the shell
script.

run {
al l ocate channel t1l type 'sbt_tape'
par ns="ENV=( NB_ORA POLI CY=your_policy, NB_ORA SERV=your_server)";
al l ocate channel t2 type 'sbt_tape'
par ns="ENV=( NB_ORA POLI CY=your_policy, NB_ORA SERV=your_server)";
backup
(dat abase format 'bk_% % %');

}

For more information on the send command and par ns operand of an r man com-
mand, see the Oracle Backup and Recovery Guide.
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Creating Templates and Shell Scripts

RMAN or EBU shell scripts and RMAN templates contain commands that are used to
execute Netbackup for Oracle backup and recovery jobs. Scripts and templates must be
created before NetBackup for Oracle can perform scheduled backups. These are the shell
scripts or template files that are specified in policy configuration on the NetBackup server.

For more information on scripts, see the Oracle7 Enterprise Backup Utility Administrator’s
Guide or the Oracle Backup and Recovery Guide.

Enterprise Backup Utility

A NetBackup for Oracle shell script is necessary when an unattended scheduled backup is
performed. These scripts are specified in the Oracle policy File or Script List. Refer to
“Creating NetBackup for Oracle Scripts for Enterprise Backup Utility” on page 55.

An EBU script is necessary for an Oracle7 database. This script is specified as a parameter
to the ebu command. The database administrator must create this script if it does not
already exist. This must be done before using the Oracle7 Enterprise Backup Utility’s ebu
command. Refer to “Creating EBU Scripts” on page 56.

Creating NetBackup for Oracle Scripts for Enterprise Backup Utility

NetBackup for Oracle on Windows starts a scheduled job by executing a shell script file.
For this example, the shell script is named db_f ul | _bk. cnd and contains the following:

set ORACLE_HOME=C:\ or acl e7

set ORACLE_SI D=orcl

set EBU_HOVE=%RACLE_HOVE% obackup\

set NB_ORA PCLI CY=obk

%EBU_HOVEXW ebu %ORACLE_HOVE% obackup\ scri pts\db. full.bk.rcv

Things to note in the script above are:
O Lines1-3are the environment variables that should be set for every ebu execution.

O Line4is used to explicitly set the policy used for this backup. We could have explicitly
set other NetBackup for Oracle on Windows variables.

O Line 5 executes EBU with the full path name of the EBU script as a parameter, which
contains the commands that ebu will execute to perform a full backup. See “Creating
EBU Scripts” on page 56.
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Creating EBU Scripts

The Oracle7 Enterprise Backup Utility Administrator’s Guide explains the ebu command and
command script files. Refer to that guide for details on command syntax and for
parameters for performance. Here are some examples.

Example 1, Register the target database

register
db_nane = " PRODB"
oracle _hone = "c:\oracl e7"

pfile = "c:\oracl e7\ dbs\i ni t PROD. or nt
log = "c:\oracl e7\ obackup\ | og\ obkPRCOD. | og"

Example 2, Back up an offline database

backup of fline database
db_nanme = " PRODB"
oracl e_hone = "c:\oracl e7"
log = "c:\oracl e7\ obackup\ | og\ obkPROD. | og"

Example 3, Perform an online backup of tablespace A and datafiles b1. dbf and
b2. dbf

backup onli ne
db_nane = " PRODB"
dbfile = "c:\oracle7\dbs\bl. dbf", "c:\oracle7\dbs\b2. dbf"
tabl espace = "A"
log = "c:\oracl e7\ obackup\ | og\ obkPROD. | og”

Example 4, Restore a database

restore database
db_nanme = " PRODB"
log = "c:\oracl e7\ obackup\ | og\ obkPRCOD. | og"

Example 5, Invalidate or delete a completed job

i nval i dat e
job_id = 4467
log = "c:\oracl e7\ obackup\ | og\ obkPROD. | og"
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Example 6, Cancel a job with log information dumped to standard output

cancel
job_id = 4489

Recovery Manager (RMAN)

RMAN Templates and Shell Scripts

Templates:

The NetBackup for Oracle Backup Wizard is used to create backup templates. This wizard
is initiated from the NetBackup Client GUI. See “Creating RMAN Templates Using the
NetBackup for Oracle Backup Wizard” on page 58.

The NetBackup for Oracle Backup Wizard does not support all of the RMAN commands
and options provided by Oracle. A shell script should be written for situations where a
template does not provide all of the required functionality.

Shell scripts:

Shell scripts are written by the user and must conform to RMAN and Windows Shell
syntax. Sample backup and recovery shell scripts are installed on the client with the
NetBackup for Oracle Agent. Modify these scripts to meet your individual requirements.
See “Creating RMAN Scripts Manually” on page 65 for more information on sample
scripts.

NetBackup for Oracle also provides a utility, bpdbsbor a, that can generate a shell script
from a Backup Wizard template. This allows a user to create a template with the Wizard,
then generate a shell script from it. The user can then run the shell script, or modify the
shell script further. See “Creating RMAN Shell Scripts Using bpdbsbora” on page 65.

Storing RMAN Templates and Shell Scripts

Templates:

The NetBackup for Oracle Backup Wizard saves a backup template in a NetBackup
specific location on the current NetBackup master server. A backup template is retrieved
from the master server as part of a backup (server-directed, scheduled, or user-directed)
and is executed on the client. Backup templates are associated with a policy by specifying
its name in the policy file or script list. Because backup templates are stored on the server
in a known location, server directed and scheduled backups will use the same copy of the
template for each client in the policy client list.
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Templates store encrypted passwords that are decrypted at runtime.

Shell scripts:

RMAN shell scripts must reside on the NetBackup client. Backup shell scripts are
associated with a policy by specifying the file name (including path) in the policy file or
script list. This means that for server-directed or scheduled backups, each client in the
policy’s client list must have a copy of the script with the same name in the same location.
See “Specifying the List of Scripts” on page 48.

The backup and recovery processes sometimes require passwords for Oracle database
access and/or system user accounts. RMAN shell scripts, because a Shell interprets them,
store passwords in clear text.

Creating RMAN Templates Using the NetBackup for Oracle Backup
Wizard

NetBackup for Oracle includes a Backup Wizard that solicits information about desired
RMAN backup operations. The wizard uses the information to create a template that can
be run immediately or saved on the current master server for later use.

Please review your Oracle Backup and Recovery Guide for more information on backup
strategies and RMAN functionality.

If NetBackup for Oracle is installed, the Backup, Archive, and Restore interface on the
client displays an Oracle node in the left pane. From the client, expand the Oracle node in
the left pane to view an Oracle instance hierarchy. Select a node in the left pane to view
details in the right pane.

If your current login does not have Oracle SYSDBA privileges, the following dialog
appears when you select an instance to expand:

Oracle Database Logon Credentials

User Mame: [must have SYSDBA privilege)
fl

Password:

()8 I Cancel |

Enter your Oracle database login User name and Password with SYSDBA privileges to
continue.
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v To usethe Backup Wizard

1.

In the pane of the
Backup, Archive, and
Restore interface,
select the Oracle
instance. In the right
pane, select the Oracle
objects to back up. Go
to Actions->Start
Backup of Marked
Files.

The Welcome
screen appears.

File Edt Viel

5 Backup. Archive, and Restare - NetBackup - Backup: Server: windows Client: gyrfalcon

Dl Select for Bac

Aol b Bl e st
v e e[l el AL

Administer Qracle Templates

2z

A Netwark,
[ g Redistry
21 & Dracle

e Status | & |

[ [Contents of Dracle

[_[O[x]

Name

[ attributes | Size: [ Time Modit__. | Home

From Date u

[ & oRags

drharachsorafl

Start Backup of Marked Files

NetBackup for Oracle Backup Wizard =]

Welcome to the NetBackup for
Oracle RMAN Template

Generation Wizard.

requitements.

To begin, click Nesxt.

This Wizard solicts information ta petfam Oracle RMAN
backups. 4 templale is produced that can be used o
perform user-diected o scheduled backups

This Wizard does not provide the full capahilities offered
by the RMAN script language. However, it provides a
leseel of functionality that will support most backup

SBECR |: et > I

Cancel Help

Click Next to continue.
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2' Database adminiStrato rs RMAN Template Generation [Backup] E
perform backup T arget Database Lagon Credential =
Operations. Choose Specify the target database logon credentials. %
either operating system :
authentication or 05 Authentication

password files to
authenticate database
administrators.

Password:

The recovery catalog is a |
repository of information Net service name (TN Alias]:
that is used and |
maintained by RMAN. ¥ Use Oracle BM&M recovery catalog
You are not required to
use a recovery catalog, ¢Back [ New> |  Cancel Help
but Oracle recommends
it.

Click Next to continue.

Note Only one Oracle SID can be specified at any one time in the environment. Therefore,
if you are using a recovery catalog and thereby multiple Oracle SIDs, you will want
to use a Net Service Name for either the target database (in Step 2) or the recovery
catalog database (in Step 3). See the Oracle Net Administrator’s Guide for more
information on Net Service Names.

3. The Recovery Catalog

) RMAN Template Generation [Backup] E
consists of a set of Oracle R ) .
ecovery Catalog Logon Credentials
tables and views used by Specify the recovery catalog logon credentials. %
Recovery Manager to

and recover of Oracle
databases. The recovery Cnsano
catalog schema should not |_ :
be set up on the same

Ol’acle SI D as the target Met service name [THS alias):
database. The User name, !

Password, and Net service
name (TNS alias) together
make up the database

ConneCt String' i < Back I Mest » I Cancel Help
Click Next to continue.

manage the backup, restore, User name:
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4. An arChiVed rEdo |09 iS a RMAN Template Generation [Backup) B
copy of an online redo Iog Archived Redo Logs E .
that haS been Copied to an Specify archived redo log options. ) \
offline destination. If the
database iS in ¥ Include Archived Redo Logs in Backup
ARCHIVELOG mode, Col
Oracle copies each online & Rang
redo log as it is filled. Select I Erom [ro/m R edv29AM

EEL EL

Include Archived Redo W | Untit [1orem = san29am
Logs in Backup to back up
the archived redo logs.

v Delete archived redo logs after they are backed up

Select All to back up all of
the archived redo logs.

< Back I Mest » I Cancel | Help |

Select Range to specify
which archived redo logs to
include in the backup. You can also opt to Delete archived redo logs after they are
backed up.

Click Next to continue.

5. Configuration refers to a set ARy ———— =]
Of parameters Used as Configuration Options g .
default values in Choose a configuration. . \
subsequent wizard pages.

i i Uze the default configuration or an existing template's configuration.
You have the choice of using

a Default Configuration
supplied by NetBackup or
an Existing template
configuration by supplying Template name:

a Template name. [~

" Default configuration

The Use an existing
configuration option allows
you to:

_ use the same < Back I Mest » I Cancel Help

configuration at
different times

- make minor changes to an existing configuration without having to start from
scratch

- create a configuration similar to an existing configuration without having to
define it from scratch.

Chapter 3, Configuration 61 Y=



Creating Templates and Shell Scripts

Click Next to continue.

A baCkUp set iS a |Ogical RMAN Template Generation [Backup) | %]
structure containing one or Backup Options 2
more phySica| baCku p Specify the backup filename format and optionally add an (D for the backup setfz). \

pieces, such as datafiles or
aI’Ch iVed |OgS. EaCh baCku p Unigue identifiers are required for each backup piece. The backup file name format provided

ensures unique identifiers. This format does not need to be changed unless a custom format

piece must have a unique is dlssired]
name.

Backup file name format:

Ibk_u%u_s%s_p%p_t%ﬂ

Backup filename format

specifies the file name Backup set identiier
format to use for the |

backup pieces created.
Backup set identifier
optionally specifies an
identifier for the backup <Back [ Mewt> | | Cancal Help
set(s). This is typically a
meaningful name like
“weekly_full_backup.”

The following substitution variables are available to aid in the generation of unique
backup piece names:

%p Specifies the backup piece number within the backup set

%s Specifies the backup set number

%d Specifies the database name

%n Specifies the padded database name

%t Specifies the backup set time stamp

%u Specifies an 8 character name composed of compressed representations

of the backup set number and the time the backup set was created.
The following are valid only with Oracle8.1 and later:

%c Specifies the copy number of the backup piece within a set of duplexed
backup pieces

%U Specifies a shorthand for %u_%p_%c that guarantees unigueness in
generated backup file names

NetBackup recommends that a %t be placed at the end of the backup filename format.
Without this timestamp, there may be performance degradation as the NetBackup
catalog grows.
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Caution Create a filename format that will generate unique filenames. In Oracle 8.0.x,
non-unique filenames can cause backup data to be overwritten, resulting in
possible loss of data. In later Oracle versions, non-unique filenames will result
in error messages.

Click Next to continue.

7' SpeCIfy the database State' RMAN Template Generation [Backup] E
Choose the OFFLINE Database State G
BEFO RE Option to Sh ut Chooze to stop and start the database before and after the backup. Y \
down and start up the :
database in mount state A cold backup requires that the database be offline. The database can be automatically taken
befO re the baC ku p C hoose offline prior to the start of the backup.
the ONLINE AFTER

¥ T ake the database OFFLINE BEFORE the backup starts.

option to shut down and
start up the database in an
open state after the

baCku p com pletes Oracle database initialization parameter file:

SucceSSfu”y- ID:\DracIe\admin\oraS‘IB\pfile\init.ora Browse |

™ Bring the database OMLIME AFTER the backup completes.

If you are starting the

target database in the <Back [ Met> | Cancel | Hep |
mount or open state,
specify the Oracle

database initialization parameter file.

Click Next to continue.

8- NetBaCkUp normal Iy RMAN Template Generation [Backup] E
executes a baCkup USIng NelBacI_(up for l]laclt_a_ Conﬁ_gulalion VYariables ) ) ) . - T
Confl g uration i nfO rmation Provide values specific to thiz backup for the following configuration variables. \\.
defined in the policy and
in Conﬁg u rati on f| IeS. Use MetBackup narmally executes a backup using defined configuration information fram policy

- definitions and configuration files. However, in some environments, it may be necessany to set
thIS screen to set or certain configuration variables when a backup is started.
OVerride Certai n Any variables zet below will be used during the backup and their values will have

precedence over any previous setting.

configuration variables

When the baCkUp iS Backup policy name: Server name:
started. ! !
Schedule name: Llient name:
See “Configuring the | |
Run-Time Environment”
for more information on
NetBackup configuration <Back [ Mew> | = Cancel Help

variables.
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9' On the BaCkup LI mitS RMAN Template Generation [Backup] E
screen, set parameter Backup Linits B b
Val ues for backu p ||m |te rs. Modify the default |/0 and backup zet limitz used by RkAN. . \
Read rate SpeCifiES the — bawimurn 1/0 Limits——————————— [~ Maximum Backup Set Limits
maximum number Of Read rate [Kblocks/sec): MNumber of files per backup set:
blocks per second that will | [o¢ =
be read from each input Size of a backup piece [KB]: Size of the backup set [KB]:
data file. Size of a bae:kup frocoo0 = [rocoo0 =
piece sets the maxi umum Mumber of open files: Size of the backup et for archived logs [KB]:

- . |32 | IBDDDDD |
size for each backup piece. = =
Number of open files 10 Output
SpeCifieS the maximum lrﬂumber of parallel streams: I‘I _,::' ‘
number of input files that
the backup will have open <Back [ Met> | Cancel | Hep |
at any given time.

Number of files per backup set sets the maxiumum number of backup pieces to
include in one backup set. Setting the Size of the backup set and the Size of the
backup set for archived redo logs is useful if you want to make each backup set no
larger than one tape.

The Number of parallel streams specifies the maximum number of connections
between RMAN and a database instance. This value should be at least set to the
number of storage devices used for the backup.

Click Next to continue.
10. This screen displays a

summary of the
information you provided.

MetBackup for Oracle RMAN Template Generation Wizard [Backup) E

Template Summary:

: 4
# Oracle configuration section

You can review the
template in the Template
Summary window, and
use the Back button to find
and change incorrect
wizard entries.

#
ORACLE_HOME=d:‘oraclehoradl

ORACLE_SID=DRAZ1E _ _ILI
‘] SRl

[T Perform backup immediately after wizard finishes

¥ Save Template
Template name:

Descriptor:

To close the wizard, click Finish.

If the template appears
correct, you can run it
immediately after
finishing the wizard, or ¢Back [ Fnsh |  Cancel Help
save it to a NetBackup
specific location on the
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current master server. (Templates are not saved locally to the client.)

Click Finish to exit the wizard.

Creating RMAN Shell Scripts Using bpdbsbor a

bpdbsbor a is a NetBackup for Oracle command line utility used to initiate template
based user-directed backup and recovery. This utility is also used to generate RMAN shell
scripts from templates created by the Backup Wizard.

At the command prompt, type:
bpdbsbora -backup -g <script file name> -t <template name>

The following options are supported:

- g script file name Generates a shell script from a template. Enclose script file name in
quotes if it contains blanks. This option may not be used with the run
option. See “Using bpdbsbora” on page 90.

-t template name identifies the template.

bpdbsbor a will retrieve backup templates from a known location on
the master server. Therefore, specify only the file name.

Creating RMAN Scripts Manually

Oracle Recovery Manager (RMAN) supports the following different types of backups:
0O Full Backup

0O Level 0 Backup (Level 0 Incremental)

0O Level n Backup (Differential Incremental Backup)

0O Level n Backup (Cumulative Incremental Backup)

When generating a datafile backup set, you can make either an incremental backup or a
full backup. An incremental backup is a backup of one or more datafiles that contain only
those blocks that have been modified since a previous backup. A full backup is a
non-incremental backup of one or more datafiles that contain all blocks of the datafiles.

When NetBackup for Oracle on Windows was initially installed, example scripts were
placed in the following directory:

i nst al | _pat h\ Net Backup\ dbext\ Or acl e\ sanpl es\ r man

The Oracle example scripts installed are:
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pi t _dat abase_restore. cnd

hot _t abl espace_backup. cnd

hot _dat abase_backup. cnd

dat abase_restore. cnd

col d_dupl ex_dat abase_backup_full . cnd
col d_dat abase_backup. cnd

1. Copy the example scripts to a different directory on your client. Oracle scripts can be
located anywhere on the client.
2. Modify each script for your environment.

Example NetBackup for Oracle scripts for Recovery Manager can be found in Appendix A
of this document. See “NetBackup for Oracle RMAN Scripts” on page 111 .

Database User Authentication and Server-Directed
Backups

Because the NetBackup Client service is, by default, started under the SYSTEMaccount,
special attention must also be given to database user authentication. The SYSTEMaccount
will not have permission to connect to the target database if you are using OS
Authentication instead of passwords. If you are using OS Authentication, you must run
the NetBackup Client service under an account that has SYSDBA privilege. To do this:
1. From the Start menu, open Control Panel.

2. From the Control Panel, open Services.

3. Highlight NetBackup Client Service and click on Stop.

4. Click Startup.

5. From the Log ON As: pane, select This Account.

6. Type in the account name with SYSDBA privileges.

7. Type in the password.

8. Click OK.

9. Click START to restart the service.
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For more information on OS Authentication, see your Oracle documentation.
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Testing NetBackup for Oracle on Windows Configuration
Settings

After you have configured the master server for NetBackup for Oracle on Windows, you
should test the configuration settings. For a description of status codes, refer to the
NetBackup Troubleshooting Guide for Windows if you are using a Windows server or the

NetBackup Troubleshooting Guide for UNIX if you are using a UNIX server.

NetBackup Administration Console for Windows

Use this procedure to test a policy configuration from a Windows server or from the

Remote Administration Console.

v To test the configuration settings on a Windows server

1.

2.

Log onto the server as administrator.

Start the NetBackup Administration Console.

In the left pane, click Policies. The policy list appears in the right pane.
Click on the policy you wish to test.

From the Actions menu, click Manual Backup.

The Manual Backup dialog box appears.

Manual Backup E
Start backup of policy:  practice
Schedules: Llients:
schedule_name client_name

Select a schedule and one or mare clients to start the backup.

To start a backup for all clients, press OK without selecting any clients.

Cancel |

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed

in the policy you are going to test.
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6. Follow the instructions on the dialog box.

7. Click Activity Monitor on the NetBackup Administration Console.

When the Activity Monitor indicates job completion, check the output of the script(s)
indicated in the policy you tested. The script will indicate where the ouput is stored. It
is usually in the same directory as the original script, and is similarly named.

% Activity Monitor - NetBackup Administration Console

File Edit Miew Actions Help |-

S-m&s ox|rmealD HE
QA H S0 o

ayrfalcon gvifaicon - Topology

[

ctivity Marnitor -]
= NetBackup Management
Reports
=-{38 Policies ‘3%
o @ Summan of all Polic (—
: &P Sybase_Backup

@» sample

- sybasestandard

&P sybasewindows

2 tesi2 =
. @ 1eaDB2 4 |,|—|
=)= Storage Units
5 Storage Unit Group | |@rfalcon: 1 Jobs (0 Queued 0 Active 0 Requeued 1 Done] |
g Catalog Job D[ Type [State | Status| Po.. [ Sc.. [ Ch.. [ Me..[St. [EL. [En. [ At [ 0Op
[+ 4 Host Propertiss % 4 Backup Dane syba. backi gyfal gwfale 10/ 00:08 10/ 1
2125 Media and Device Manage

230 Device Monitar
Media

Dewvices ST | .
«| | _,l_ Jobs Services I Processes I Drives I

Qpriaicon

Far Help, press F1 |Master Server: gurfalcan [Connected

If the manual backup does not exit with a successful status (as indicated by the
Activity Monitor and in the script output), refer to the Troubleshooting chapter.
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NetBackup Administration Console for UNIX

Use this procedure to test a policy configuration on the NetBackup Administration
Console for UNIX.

To test the configuration settings on a UNIX server

1.

2.

Log onto the server as root.
Start the NetBackup Administration Console.

In the left pane, click Policies.

The right pane splits into an All Policies pane and a details pane.
In the All Policies pane, click the policy you wish to test.

From the Actions menu, click Manual Backup.

The Manual Backup dialog box appears.

Server, Ihagar min.ov com
Folcy name: oK |
Ipmmmez o
ancel

Schedules:

Full

Clents
hagar

Select 2 sohedule and one or more olients to start the backup. To start a
backup for all dlierts, press OK without selecting any dlients

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

Follow the instructions on the dialog box.

Click Activity Monitor on the NetBackup Administration Console.
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When the Activity Monitor indicates job completion, check the output of the script(s)
indicated in the policy you tested. The script will indicate where the ouput is stored. It
is usually in the same directory as the original script, and is similarly named.

—

up . Evaluation Version-

7 |
-

Jobs ] Daemons ] Processes ]

File Edit ‘ew Actions  Help

He o 0@ E

=| hagar.min.owv.com (haster Sarver i
dobtd | Twpe | sae | sams | Palioy | Schedule | Cliert | hediaSne
45 Backup Done 0 test? Uzer hagar =
44 Backup Done 0 test? Uzer hagar
43 Restore Done o hagar
42 Backup Done 0 test? Uzer hagar
41 Backup Done 0 test? Uzer hagar
17. Host Properties 40 Backup Done 71 test? Uzer hagar |
- Media and Device hEnageme 17 7 Mnne AN |
@ Devwice honitar
] Media = [pone:t frocal:v [eezlierver:hagar. min. ov.com
=) Devi g
|| EHE oeviees iz 4 4 4 4 4

If the manual backup does not exit with a successful status (as indicated by the
Activity Monitor and in the script output), refer to the Troubleshooting chapter.
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When installation and configuration is complete, you can use the NetBackup interfaces,
the Oracle Enterprise Manager, or the command line interface to start Oracle backup and
recovery, and to maintain the RMAN repository.

This chapter contains the following sections:
Maintaining the RMAN Repository
Querying the RMAN Repository
Performing a Backup

Browsing Backups

Performing a Restore

Performing Other ebu or RMAN Actions

o 0o o o o o o

Using NetBackup for Oracle in a Microsoft Cluster Server Environment
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Maintaining the RMAN Repository

The RMAN repository is the collection of metadata about your target databases that
RMAN uses to conduct its backup, recovery, and maintenance operations. You can either
create a recovery catalog in which to store this information or let RMAN store it
exclusively in the target database control file. Although RMAN can conduct all major
backup and recovery operations using just the control file, some RMAN commands
function only when you use a recovery catalog. The following is a subset of repository
maintenance commands provided by RMAN. Some of these commands may not be
available with all versions of RMAN. Refer to your Oracle Backup and Recovery Guide
for a complete description of maintenance commands for your version of RMAN.

Function
Registering a
database with the
recovery catalog

Resetting the
information in the
recovery catalog

Cross checking the
information in the
RMAN repository

Description

Before using RMAN, you must register the target database in the
recovery catalog. To do this, start and mount the target database but
do not open it. At the RMAN prompt, issuear egi st er dat abase
command.

Thereset dat abase command directs RMAN to create a new
database incarnation record in the recovery catalog.

Because the Media Manager can mark tapes as expired, the RMAN
repository can contain outdated information. To ensure that data in
the recovery catalog or control file is in sync with data in the media
management catalog, perform a cross check. Use the cross check
feature to:

O Determine whether a backup set is available or expired.
O Delete any expired backup sets.

O Call the media manager about the status of a backup piece and
then mark it as available or expired.

Use either the change ... crosscheck orcrosscheck
backup command to check the specified files. Note that these
commands do not delete images or repository records, you must use
separate commands for these operations
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Function Description

Thechange ... crosscheck command will query the media
manager to determine if a backup piece is available. If a backup
piece is unavailable, RMAN will mark the backup piece as expired.
If it was expired but is now available, RMAN will mark the backup
piece as available. The command syntax is:

change backuppi ece {primary-key-list| filename-list|tag}
crosscheck;

change backupset {primary-key-list} crosscheck;

The cr osscheck backupset command will operate on available
and expired backup pieces. RMAN will update their status with the
result (available or expired).

To crosscheck a database, start RMAN and connect to the target
database. Also connect to the recovery catalog if one is being used.
At the r man command prompt, issue the following commands:

al | ocate channel for maintenance type 'sbt_tape’;

crosscheck backupset of database;

Deleting expired  The del et e expired backup command will operate only on
backups expired backup pieces found in the recovery catalog. RMAN will
remove them from the recovery catalog.

To delete expired backupsets of a database from the recovery
catalog, start RMAN and connect to the target and recovery catalog
databases. At the RMAN command prompt, issue the following
commands:

al | ocate channel for nmmintenance type 'sbt_tape’;
del et e expired backupset of database;

The crosscheck and delete backupset commands allow you to
restrict the list of objects operated on to the specified device type
(i.e., disk or tape), object type (i.e., archived logs or database files),
and date range.

Resynchronizing RMAN compares the recovery catalog to either the current control
the recovery file of the target database or a backup control file and updates it with
catalog information that is missing or changed.

If you are running in ARCHIVELOG mode, resynchronize the
recovery catalog regularly since the recovery catalog is not updated
automatically when a log switch occurs or when a redo log is
archived.
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Function Description

You must also resynchronize the recovery catalog after making any
change to the physical structure of the target database. As with log
archive operations, the recovery catalog is not automatically
updated when a physical schema change is made.

The RMAN backup, copy, r est or e, and swi t ch commands
update the recovery catalog automatically when the target database
control file is available and the recovery catalog database is available
when any of these commands are executed.

If the recovery catalog is unavailable when you issue backup or
copy commands, you should resynchronize it manually.

To resynchronized the recovery catalog, start RMAN and issue the
resync catal og command.

Changing the You may periodically need to notify RMAN that the status of a
availability of a backup set, backup piece, datafile copy, or archived redo log has
backup set or file  changed. The RMAN change command enables you to make a
copy variety of useful record changes.

The change ... uncat al og command removes references to a
backup piece, datafile copy, or archivelog from the recovery catalog.
This command works only with a recovery catalog.

The change ... del et e command removes references to a
backup piece, datafile copy, or archivelog from the control file and
recovery catalog. It physically deletes the file. This command works
with or without a recovery catalog.

Thechange ... crosscheck command removes references to a
backup piece, datafile copy, or archivelog from the control and
recovery catalog when that file no longer exists. This command
works with or without a recovery catalog.

The change ... unavai |l abl e command marks a backup piece,
datafile copy, or archivelog as unavailable. This command works
only with a recovery catalog.

Validating the A restore validation executes a restore test run without actually
restore of backups restoring the files. Test the restore of the entire database or
individual tablespaces, datafiles, or control files.

Userestore ... validate whenyouwant RMAN to choose
which backups should be tested.

Useval i dat e backupset when you want to specify which
backup sets should be tested.
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Querying the RMAN Repository

RMAN allows you to generate a number of reports relevant for backup and recovery
using thereport and | i st commands. Thel i st command lists the contents of the
recovery catalog or control file, while the r eport command performs a more detailed
analysis.

Use the report and list commands to determine what you have backed up as well as what
you need to back up. The information is available whether or not you use a recovery
catalog.

You can use the r eport command to answer questions, such as:
Which files need a backup?

Which files have not had a backup in a while?

Which files are not recoverable due to unrecoverable operations?

Which backup files can be deleted?

O o o o o

What was the physical schema of the database at some previous point in time?

Thel i st command queries the recovery catalog and control file and produces a listing of
its contents. The primary purpose of the list command is to determine which backups are
available. You can list:

0O Backup sets containing a backup of a specified list of datafiles.

0O Backup sets containing a backup of any datafile that is a member of a specified list of
tablespaces.

0O All backup sets or copies of all datafiles in the database.

0O Backup sets containing a backup of any archivelogs with a specified name and/or
within a specified range.

O Incarnations of a specified database or of all databases known to the recovery catalog.

Refer to your Oracle Backup and Recovery Guide for more details on querying the RMAN
repository.
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Performing a Backup

Backups can be performed by using:
0O Automatic Backup of an Oracle Policy
0O Manual Backup of an Oracle Policy
0O User-Directed Backup From the Client
- Executing the NetBackup for Oracle template on the client
- Using RMAN Template Administration
- Using bpdbsbor a
- Executing the NetBackup for Oracle shell script on the client

- Executing ebu or rman on the Client

Automatic Backup of an Oracle Policy

The most convenient way to back up your database is to set up schedules for automatic
backups. When the NetBackup scheduler invokes a schedule for an automatic backup, the
NetBackup for Oracle templates or shell scripts run:

O Inthe same order as they appear in the file list
O On all clients in the client list

The NetBackup for Oracle templates or shell scripts start the database backup by
executing ebu or r man .

When the backup is started through NetBackup, NetBackup for Oracle leaves error
checking for EBU or RMAN. The ebu or r man command generates an error if it considers
a command invalid, but allows any of the commands it normally considers valid to
proceed. This means that by specifying the wrong script file name you could start an
unintended operation.

Manual Backup of an Oracle Policy

The administrator can use the NetBackup server software to manually execute an
automatic backup schedule for the Oracle policy. See the NetBackup System Administrator’s
Guide for UNIX or the NetBackup System Administrator’s Guide for Windows for detailed
instructions.

Refer to “Testing NetBackup for Oracle on Windows Configuration Settings” on page 68
for instructions on initiating a manual backup of an Oracle policy.
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User-Directed Backup From the Client

This section describes several ways to perform a User-Directed Backup.

Executing NetBackup for Oracle Templates on the Client

Using RMAN Template Administration

The RMAN Template Administration dialog is available in the NetBackup Backup,
Archive, and Restore interface.

Use this dialog to run, edit, delete, rename, and view existing backup templates. These are
the templates created by the NetBackup for Oracle Backup Wizard and stored in a
pre-determined location on the master server. See “Creating RMAN Templates Using the
NetBackup for Oracle Backup Wizard” on page 58

v To use RMAN Template Administration

1. Inthe Backup, Archive, and Restore interface, click Actions->Administer Oracle
Templates.

The RMAN Template Administration window appears:

RMAN Template Admimistration E3

Select Template

Template Mame | Descrptor

fulloracle

Edit

Delete

Fename

Wiew

1 | i
Help | Cancel

The Select Template list shows the names and descriptions of the RMAN backup
templates stored on the current master server.

[l
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2. Select the name of the backup template you wish to run.

3. Click Run.

You can use the View Status tool to see the status of the backup. Click Actions -> View
Status.

The RMAN Template Administration window provides the following functions:

Run Run executes the selected template.

Edit Edit is used to change the contents of an existing template.
The selected template is loaded into the NetBackup for Oracle
RMAN Template Generation Wizard.

Delete Delete is used to delete the selected template.
You must be a System Administrator or the template creator to
delete a template.

Rename Rename is used to change the name of the selected template.

You must be a System Administrator or the template creator to
rename a template.

View View is used to see a summary of the selected template.

Using bpdbsbor a

The bpdbsbor a command allows you to run a backup template created by the
NetBackup for Oracle Backup Wizard.

At the command prompt, type:

bpdbsbora -backup -r -t <tenpl ate name>
where -r runs a template and -t identifies the template.
For example:

bpdbsbora -backup -r -t ORCL_Mn_full.tpl

bpdbsbor a will retrieve backup templates from a pre-determined location on the master
server. Therefore, specify only the file name.

Executing the NetBackup for Oracle Shell Script on the Client

If you know the pathname of the NetBackup for Oracle shell script that initiates the
backup, you can execute the shell script from the Windows command prompt.

~ 80 NetBackup for Oracle System Administrator’s Guide - Windows NT/2000



Performing a Backup

For example, to perform a database backup, at the Windows command prompt you might
enter:

N:\ oracl e\scri pts\col d_dat abase_backup. cnd

The Windows shell starts the database backup by executing the Oracle shell script. The
Oracle shell script contains commands to execute ebu or r man.

The NetBackup for Oracle installation script installs sample scripts in the following
location:

install_path\ Net Backup\ dbext\ or acl e\ sanpl es\ r man\

Executing ebu or r man

As an Oracle user you can also execute the ebu or r man command at the Windows
command prompt with the EBU or RMAN command file as a parameter.

The following describes how to set the master server to windows and the Oracle Policy to
obk before starting the backup.

ebu
At the command prompt, enter:

set NB_ORA SERV=wi ndows
set NB_ORA PCLI CY=obk
ebu N\ Oracle7\scripts\bd_full _backup.rcv

where db_f ul I _backup. r cv contains the EBU commands.

rman

Since RMAN functionality executes as a service, we must use the par ns operand to set up
the runtime environment. To start a backup using the r man command from the command
prompt, type:

rman target internal/oracl e@RCL rcvcat rman/rman@RCAT cndfil e
"N:\oracl e\scri pts\db_full _backup.rcv"

In this example db_f ul | _backup. r cv would contain the command parns = "ENV =
(NB_ORA_SERV = wi ndows, NB_ORA POLI CY = obk)" to set the server to windows
and the policy to obk. See “Oracle RMAN Environment” on page 53 for more details.

Note Use the NetBackup parameters NB_ORA_SERV, NB_ORA_CLIENT,
NB_ORA_POLICY, and NB_ORA_SCHED to specify the NetBackup run-time
configuration. Otherwise, the order of precedence for the run-time configuration
variable settings is used. See “Configuring the Run-Time Environment” on page 63.
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Browsing Backups

This section describes the following procedures for browsing backup image:
0O Using the RMAN Repository to Browse Backups
0O Using bplist to Browse Backups

Using the RMAN Repository to Browse Backups

You can use the RMAN report and| i st commands to browse Oracle backups. Refer to
“Maintaining the RMAN Repository” on page 74.

Using bpl i st to Browse Backups

You can use the bpl i st command to browse Oracle backups. The result is the list of
backup file names. The following example uses bpl i st to search all Oracle backups for a
client named jupiter.

install_path\ Net Backup\ bi n\ bbplist -C jupiter -t 4 -R\
\ exb_n2bnbbco_1_1392342936
\ exb_mabn02ko_1_ 1392170136
\exb_l gbltds6_1_ 1392083334

The-t 4 on this command specifies the Oracle backups. The - Rspecifies the default
number of directory levels to search, 999. Refer to bpl i st (1M man page for more
information on this command.
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Performing a Restore

Make sure a backup has been successfully completed before attempting a restore. An
error will occur if a backup history does not exist.

This section describes the following procedures for performing user-directed restores:
0O Executing the NetBackup for Oracle template on the client
- Using the NetBackup Restore Wizard
- Using bpdbsbora
0O Executing the NetBackup for Oracle shell script on the client
0O Executing ebu or rman on the client
O Redirecting a Restore to a Different Client
- Using rman

- Using ebu

Executing the NetBackup for Oracle Template on the Client

Using the NetBackup for Oracle Recovery Wizard

NetBackup for Oracle includes a Recovery Wizard that solicits information from the user
about the desired RMAN restore and recover operations. The wizard uses the information
to create a template that can be used immediately or saved for later use.

The NetBackup for Oracle Recovery Wizard saves a recovery template locally, in a
user-specified location on the NetBackup client. Recovery templates are not stored on the
server because recovery is always user directed, not scheduled. Under normal
circumstances, a recovery template will be run immediately and then deleted.

The recovery process sometimes requires passwords for Oracle database access and
system user accounts. Templates store encrypted passwords that are decrypted at
runtime.

Because recovery can be a complex process, it may be necessary to perform manual steps
as part of the operation. Please review your Oracle Backup and Recovery Guide for more
information.
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Starting the NetBackup Backup, Archive, and Restore Interface

The NetBackup for Oracle Recovery Wizard is launched from the Backup, Archive, and
Restore interface. You can access the interface through the NetBackup Administration
Console, or from the Start menu.

O To start the interface from the NetBackup Administration Console, click
File->Backup, Archive, and Restore.

O To start the NetBackup Backup, Archive, and Restore interface on the client, click
Start->Programs->VERITAS NetBackup->Backup, Archive, and Restore.

The Restore window

Click Select for Restore and expand the Oracle node in the left pane to view an Oracle
instance hierarchy. Select a node in the left pane to view details in the right pane.

Note that if the Oracle node is not visible, it’s possible that your NetBackup for Oracle
client does not have the appropriate policy type specified. Change the policy type with the
following steps.

To change the client policy type

1. On the File menu, select Specify NetBackup Machines.

n

On the Specify NetBackup Machines dialog, click the Source Client/Policy Type tab.
3. Inthe Policy Type drop down list, select Oracle.
4. Click OK.

Using the Recovery Wizard

When you are ready to perform a recovery, follow these steps to create and run a template
with the Recovery Wizard.
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v To usethe Recovery Wizard

1. Intheleft pane of £ :
gyrfalcon  gyifalcon  gyrfalcon

4.8 Backup, Archive, and Restore - NetBackup - :

the Backup, Fie Edt Yiew Actions Window Help

Archive’ and 13 Select for Backup | B3, Select for Festors - Wiew Status ‘ & |
Restore interface, lcon _gyfalcon e
select the Oracle i |

gyifalcon

MetBackup

InStal’lce In the Contents of "Datafiles’
. T -
right pane, select = Name [ Giee| Tables. [ otatws |
] [ & DAORACLEADRADATAMIRABIEASYSTEMOT DEF 246539648 SYSTEM  SYSTEM
the Oracle 0 Datafies || ] & DADRACLE\ORADATA\ORABIGARBS0T DBF 73400320 ABS ONLINE
datab biect & Tablespaces [ DAORACLEVORADATAMIRABIG\USERSOT.DBF - 20971520 USERS  ONLINE
atapase objec [ & DAORACLEADRADATAMIRABIEATEMPOT DBF 20971520 TEMP  ONLINE
you wish to [ £ DAORACLEADRADATAMIRABIEATOOLSOT.DBF 10485760 TOOLS  ONLINE
[0 £ DAORACLEADRADATANIRARBANDXOT DBF 20971520 INDX  ONLINE
restore. Go to q B [ & DAORACLEADRADATAMIRARIFAD RO DBF 20971520 DRSYS  ONLINE
Actions->Start
Ready A
Restore of
Marked Files.
The Welcome
screen appears.
NetBackup for Oracle Recovery Wizard [x]

Welcome to the NetBackup for
Oracle Recovery Wizard,

This wizard solicits information ta perform Oracle RMAN
Tecovery.

This wizard does not provide the full capabilties oifered by the
FMAN script language. However, the resuling template could
be sawed and manually run from the command line after i is
edited sccording to individual needs

Recovery oan b a comples process that may includs some
manual steps. It s recommended that you review the Oracle
Backup and Recavery Guide before perfoming database
recavery

To begin, dlick Next

< Bl Cancel Help

Click Next to continue.
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Database adminiStrato rs MetBackup for Oracle Recovery Wizard E
perform recovery Target Database Logon Credential o
Opera'[ions. Choose either Specify the target database logon credentials. %
operating system :
authentication or password ' 05 Authentication
files to authenticate ;
database administrators. User name:
Joss
The recovery catalog is a Bassword
repository of information I~
that is used and maintained Het service name (THS Alias}
by RMAN. You are not |
required to use a recovery I Use Oracle RMAN recovery catalog
catalog, but Oracle
recommends it. <Back [ Mew> | = Cancel Help

Click Next to continue.

Note Only one Oracle SID can be specified at any one time in the environment. Therefore,

if you are using a recovery catalog and thereby multiple Oracle SIDs, you will want
to use a Net Service Name for either the target database (in Step 2) or the recovery
catalog database (in Step 3). See the Oracle Net Administrator’s Guide for more
information.

The ReCOVe ry Catalog MetBackup for Oracle Recovery Wizard E
consists Of a_set Of OraCIe Hecovm__v Catalog Logon Credentials _ g .
tables and views used by Specify the recavery catalog logon credentials. . \
Recovery Manager to

and recover of Oracle
databases. The recovery Daceuond
catalog schema must not be |"
set up in the same Oracle
SID as the target database.
The User name, Password,
and Net service name (TNS
alias) together make up the
database connect string.

manage the backup, restore, User name:

Met zervice name [THS aliaz]:

< Back I Mest » I Cancel Help

Click Next to continue.
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4. Avrestore is retrieving or

) MetBackup for Oracle Recovery Wizard E
reconstructing data from a . _ prmy
ecovery Options
backu p A recover iS Specify the task(s) to perform and any associated options. %

making the backup current,
or current to a specific point

in tlme Norma”y you W|” read-only files if they are not current
want to both restore and Restrict restore with backup set identifier:
recover. !
¥ Fecover
RMAN by default doeS not ™ Recover read-only files if they are nat curment
restore read-only files. ™ Suppress the application of reda logs (apply incremental backups anly)
Checking the Restore ™ Delete restored archived logs that are no longer needed
I’ead-Oﬂly fl IeS if they are Mumber of parallel streams for restore and/or recover: I‘I _I;
not current box will cause
RMAN to restore any < Back I Mext > I Cancel | Help

read-only files that do not
meet all of the conditions
for being current.

Specifying a backup set identifier overrides the RMAN default of restoring the most
recent available backup.

RMAN by default does not recover read-only files. Checking the Recover read-only
files if they are not current box will cause RMAN to recover any read-only files that
do not meet all of the conditions for currency.

The option Suppress the application of redo logs (apply incremental backups only)
is intended for recovery of NOARCHIVELOG databases using incremental backups.
In this situation, if you do not specify this option when recovering a
NOARCHIVELOG database, Oracle aborts and issues an error.

For both restore and recover, the Number of parallel streams specifies the maximum
number of connections between RMAN and a database instance.

Click Next to continue.
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5' Thls screen appears If you MetBackup for Oracle Recovery Wizard B
chose Restore on the Restore Limits ..
RECOVE ry Optl ons screen. Indicate which backup sets ta restore from. . \
When I’eStOI’i ng fO ra ‘When restoring a l:Iataba_SPT ohject, the_ most recent backup will be used. If you want to use an
pOi nt- | n-ti me recove ry, Eg?;,ﬁﬁ;:ﬂuﬁmﬁﬁg:mg t[giosalae[;tlon to thoge backup zets that would be suitable for

specify a backup set limiter.

" Restore from most recent backup sets

& {Flestore from backup sets limited by

If you use a redo log
sequence number, indicate ' Date/Time: EEE |
the thread number for the £ Swten Changehumber:  [8

redo log in question.
' Log Sequence Number: ID Tihread: ID

Click Next to continue.

< Back I Mest » I Cancel | Help

6. This screen appears if you

MetBackup for Oracle Recovery Wizard E
chose Recover on the R . ko
ecover Limits
Recove ry Options screen. Specify an upper limit to recover to. %
Choose to make the fl Ies ‘wihen recovering a database, all redo necessary to make the files current will be applied. If
current. or Choose to recover You want to recover to a specific point-in-time, you must specify an upper limit to recover ta.

the files to a specific
point-in-time

" Becover to last committed transaction

& {Flecover to a point-in-time limited by

Click Next to continue. & Date/Time: |1nx1sxm =l | 45420PM =
" System Change Mumber: ID
' Log Sequence Number: ID Tihread: ID

< Back I Mest » I Cancel | Help
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7' SpeCIfy the database State' MetBackup for Oracle Recovery Wizard E
Choose the OFFLINE Database State o
BEFO RE Option to Choose to stop and start the database. 3 \
shutdown and start up the i
database In mou nt State To restoredrecover, the databaze must be offine. The database can be automatically taken
befO re the resto re C hoose offline prior to the start of the recovery.
the ONLINE AFTER _

Option to Shut down and [V Take the databaze OFFLINE BEFORE restore/recover starts

Stal’t up the database in an [V Bring the database OMLINE AFTER restore/recover completes.
[~ Reset logs on database open.

open state after the restore

completes successfully.

Oracle database initialization parameter file:

ID:\DracIe\admin\oraS‘I Ehpfilehinit.ora Browse |

If you are performing
incomplete recovery, select

Reset logs on database Back [ Mew> | cancel | Hep |
open to open the database

with the RESETLOGS

option.

If you are starting the target database in the mount or open state, specify the Oracle
database initialization parameter file.

Click Next to continue.
8. This screen displays a

summary of the
information you provided.

MetBackup for Oracle Recovery Wizard E

Selection Summary:

# N
# Oracle configuration section
#

ORACLE_HOME =d:\oracletorall
OR&CLE_SID=0R&Z16
OR&CLE_PARAMETER_FILE=D:\0racle\admintorall 6

You can review the
template in the Selection
Summary window, and use
the Back button to find and
change incorrect wizard
entries.

#
# Credentials setting section

#
TjHGET DATABASE LEIGIN:SUS _ILI
4 3

¥ Bun immediately after finishing wizard,
[~ Bave oz

To close the wizard, click Finish.

If the template appears
correct, you can run it
immediately after finishing

the v_vl_zard, or _save ittoa cosck [ Fh ] concs I
specified location on the
client.

Note The location specified should include a fully qualified path to a folder where the
user has write access.

Chapter 4, Using NetBackup for Oracle on Windows 89



Performing a Restore

Click Finish to exit the wizard.

Using bpdbsbor a

The bpdbsbor a command allows you to run a recovery template created by the
NetBackup Recovery Wizard.

At the command line, type:

bpdbsbora -restore -r -t <tenplate nanme>

where -r runs a template and -t identifies the template

For example:

bpdbsbora -restore -r -t H\oracle\restore_tenplates\ ORCL_MON_Ful | . tpl

Restore templates do not reside in a pre-determined location on the master server. They
are considered to be temporary in nature and should reside on the client. If the full path is
not specified as part of the restore template name, it must reside in the system search path.

Executing the NetBackup for Oracle Shell Script on the Client

If you know the pathname of the Oracle shell script that initiates the recovery, you can
start it from the Windows command prompt. For example, to perform a database recovery
at the Windows command prompt you might enter:

H: \ oracl e8\ scri pt s\ dat abase_restore. cnd

The Windows shell starts the database restore by executing the Oracle shell script file. The
Oracle shell script file contains commands to execute ebu or r man.

The NetBackup for Oracle installation script installs sample scripts in the following
location:

install_path\ Net Backup\ dbext\ or acl e\ sanpl es\ r man\

Executing ebu or r man on the Client

Execute the ebu or r man command from the Windows command prompt on the client, by
using the appropriate EBU or RMAN command file as a parameter.

To execute ebu or r man on the client

At the command prompt, enter:

rman target ‘internal/oracle@RCL rcvcat ‘rman/rman@rCAT
cndfile ‘H\oracl e8\scri pts\database_restore.rcv’
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Redirecting a Restore to a Different Client

With NetBackup for Oracle on Windows you have the option to restore a database to a
client other than the one that originally performed the backup. The process of restoring
data to another client is called a redirected restore.

The following illustrates a typical redirected restore process.

Server

Note that the user on client A was not able to initiate a redirected restore to client B. Only
the user on client B, the client receiving the backup image, could initate the redirected
restore.

The following methods for redirected restore are described in this section:
0 Using Oracle EBU to perform a Redirected Restore

0 Using Oracle RMAN to perform a Redirected Restore

Server Configuration

Ensure that the NetBackup server is configured to allow redirected restore. The
administrator can remove restrictions for all clients by creating the following file on the
Netbackup master sever:

install_path\ net backup\ db\ al t nanes\ No. Restri cti ons

Or the administrator can restrict clients to restore only from certain other clients by
creating and then adding client names to the file:

install_path\ net backup\ db\ al t nanes\ client_name
Where client_name is the name of the client allowed to do the redirected restore.

See the NetBackup System Administrator’s Guide for details.
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Using EBU

Perform the following on the different destination host if you want to restore EBU
backups that are owned by another client.

1. Enable a network connection to the EBU catalog database, which was used by the
original client.

2. Set ORACLE_SID to the same value as the original database.

3. Set the environment variable, NB_ORA_CLIENT, to the original client.

4. Create the folder where the datafiles will be restored.

5. Specify backup_host =original_client in the EBU restore script.

6. Run the EBU restore script.

Example

In this example assume:

- Original client is camel
- Different client is giraffe
- Serverislion

- ORACLE_SID is test

Create the file, install_path\ net backup\ db\ al t names\ gi r af f e, on server lion.
Set lion as the current server, using the NetBackup client GUI on giraffe.

Modify the network t nsnanes. or a file to enable EBU catalog connection.

Set the environment variables ORACLE_SID to test and NB_ORA_CLIENT to camel.

Make sure a restore folder exists.

The datafiles will be restored to a folder path with the same name they had when
backed up.

Run the restore script:
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restore database
DB_NAME= "test"
backup_host= "canel "
log=C: \tenp\rest_alt.log

Using RMAN to Perform a Redirected Restore

Perform the following on the different client host if you want to restore RMAN backups
that are owned by another client.

1. Enable a network connection to the RMAN catalog database, which was used by the
original client.

Note If the RMAN catalog database has been lost, restore the catalog database first before
continuing with the redirected restore.

2. Use the rman parms option to set the environment variable, NB_ORA_CLIENT, to the
original client.

3. Makethei nit. ora file of the source client available to the destination client. You
can do this by copying the file to the destination client, or by modifying the file on the
destination client. Change all location-specific parameters.

4. Create and start an Oracle Service for the previously set ORACLE_SID.

5. Create the folder where the datafiles will be restored.

6. Set up a password file for the destination client database.

7. Start up the database in the nomount state.

8. Startr man, connecting to the catalog and the target database.

9. Runan RMAN restore script.

Example

In this example assume:

Original client is camel

Different client is giraffe
Server is lion

ORACLE_SID is test
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1. Create the file, install_path\ net backup\ db\ al t names\ No. Rest ri cti ons, on
server lion.

2. Modify the network t nsnanes. or a file to enable RMAN catalog connection.
3. Createinittest. ora.

4. Using Oracle administration, create and start ORACLESERVICETEST.

5. Set the environment variables ORACLE_SID to test.

6. Make sure the folder exists and has appropriate access permissions.

The datafiles will be restored to a folder path with the same name they had when
backed up.

7. Start up the database in a nomount state.

8. Runrnman.

$rman rcvcat rman/rnman@ cat
Recovery Manager: Release 8.0.5.0.0 - Production
RVAN> @ est or e_dat abase. rcv

Where r est or e_dat abase. rcv is:

run
{
# Allocates tape channel and sets RMAN environnent variable
al | ocate channel t1 type ' SBT_TAPE
par ms="ENV=( NB_ORA CLI ENT=canel , NB_ORA SERV=lion)";
restore
(dat abase);
restore
controlfile to ' D:\orant 805\ dat abase\ct| 1TEST. ora’;
rel ease channel t1;

}

Performing Other ebu or r man Actions

To execute script files for database operations other than backups or restores, it is
recommended that you execute the ebu or r man command directly rather than using
NetBackup.
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O For the ebu command script syntax and examples, see Appendix B in the Oracle7
Enterprise Backup Utility Administrator’s Guide.

O For the r man command script syntax and examples, see the Oracle Backup and
Recovery Guide.

Using NetBackup for Oracle in a Microsoft Cluster Server
Environment

To use NetBackup for Oracle in a Microsoft Cluster Server environement, the following
must be installed in the cluster nodes:

O NetBackup client or server (4.5)

0 NetBackup for Oracle on Windows (4.5)

0 Oracle Database version 8i Release 8.1.7 or greater

0 Oracle Failsafe 3.11 for Oracle version 8i Release 8.1.7 or greater

NetBackup for Oracle users in a Microsoft Cluster Server Environment must take some
additional steps to prepare for server and user-directed backups, and user-directed
restores.

Automatic Backup of an Oracle Policy

The most convenient way to back up your clustered databases is to set up schedules for
automatic backups. NetBackup for Oracle comes with sample scripts for clustered Oracle
databases. The NetBackup for Oracle installation installs the sample scripts in the
following location:

install_path\ Net Backup\ dbext\ or acl e\ sanpl es\ r nan\
Modify the scripts to give values to the following variables:
Oracle SID
Oracle Home
Cluster Name, Domain
Failsafe Home
Failsafe Userid

Failsafe Password
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Failsafe Database Resource Name
Virtual Oracle Database Name.

For more information on how to back up or restore Microsoft cluster server using
NetBackup, see the NetBackup System Administrator Guide for Windows.

Manual Backup of an Oracle Policy for a Microsoft Cluster
Server Environment

Refer to “Testing NetBackup for Oracle on Windows Configuration Settings” on page 68
for instructions on initiating a manual backup of an Oracle policy.

User-Directed Backup or Restore from the Client

This section explains the process to prepare a Microsoft Cluster Server environment for a
user-directed backup or restore operation.
1. Take the clustered Oracle database instance offline

- using the Failsafe Graphical User Interface

Select the Oracle database resource in the Failsafe Graphical User Interface, and
choose to bring it offline

- using the Failsafe command line (FSCMD)
At the command line, type:

fscnd of fline resource salesdb /cl ust er =curly Zof f | i ne=immediate
/domai n=domainname Zuser =user /pwd=pwd

You can bring the resource offline based on your need.

abort Shuts down the database instantaneously by aborting the
database instance.

immediate Shuts down the database immediately by terminating SQL
statements in progress, rolling back uncommitted transactions and
disconnecting users.

normal Shuts down the database and doesn’t allow new connections after
the command was issued. This command waits for the connected
users to disconnect before actually shutting down the database.
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transactional  Shuts down the database only after all of the current transactions
have completed.

Because the of f | i ne resour ce operation shuts down the Oracle database
service, start the Oracle database service with the following operation.

At the command line, type:
net start OracleService
2. Shut down and start up the database in mount state. This is necessary to perform

administrative tasks like backup and recovery. Use the svrmgrl or sqlplus utility from
Oracle.

At the command line, type:

Shut down option [normal, abort, immediate]
startup nmount

Note When performing user directed backups, make sure you are on the node that owns
the shared drive where the Oracle database is installed.

3. Perform the backup or recovery according to the directions for “Executing the
NetBackup for Oracle Shell Script on the Client” on page 90.

Note When performing user-directed client restores with different configuration options
of NetBackup failover media servers and a UNIX or Windows master server, refer to
the section “Managing Client Restores” in the NetBackup System Administrator’s
Guide for DataCenter on UNIX or on Windows.

4. Bring the Oracle database online with failsafe after the desired backup/restore is
complete to enable it to fail over between the configured cluster of nodes.

- using the Failsafe Graphical User Interface

Select the resource in the Failsafe Graphical User Interface, and choose to bring it
offline.

- using the Failsafe command line (FSCMD)
At the command line, type:

fscmd online resource salesdb /cl ust er =curly Zof f I i ne=immediate
/domai n=domainname /user = user /pwd=pwd
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Troubleshooting

NetBackup,NetBackup for Oracle on Windows, and the Oracle Recovery Manager all
provide reports on database operations. These reports are useful for finding errors
associated with those applications.

O NetBackup and NetBackup for Oracle on Windows Logs

0O Troubleshooting Procedure

0 Backup or Restore Errors

O Poor Backup Performance Using Oracle7 Enterprise Backup Utility
O Excessive Tape Remounts
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NetBackup and NetBackup for Oracle on Windows Logs

The following describes troubleshooting logs and reports generated by NetBackup
products.

NetBackup for Oracle on Windows Logs

The NetBackup server and client software allow you to set up detailed debug logs for
troubleshooting problems that occur outside of either NetBackup for Oracle on Windows
or the Oracle Recovery Manager. See the NetBackup Troubleshooting Guide for UNIX or the
NetBackup Troubleshooting Guide for Windows for a complete description of debug logs. To
create logs automatically, run install_path\ Net Backup\ | ogs\ nkl ogdi r. bat .

Note These logs do not reveal errors that occur during the execution of the Oracle
Recovery Manager, unless those errors also affect NetBackup for Oracle. Oracle
may (or may not) use the NetBackup for Oracle logs for errors in the application.
Your best sources for Oracle error information are the logs provided by Oracle.

Enable the NetBackup for Oracle on Windows logs by performing the following steps.
1. Create the following folders on the client:

2. install_path\ Net Backup\ | ogs\ bphdb
install_path\ Net Backup\ | ogs\ dbcl i ent
install_path\ Net Backup\ | ogs\ bpdbsbor a
Make sure there is share access to the log folders.

The following sections describe the logs created when you create the log directories. Use a
text editor to view the contents of the logs.

bphdb Folder on the Client

The install_path\ Net Backup\ | ogs\ bphdb folder contains the following types of logs.
These logs are a good starting place to determine what type of error occurred.

or acl e_st dout .mmddyy.hhmmss.t xt

Unless redirected elsewhere, NetBackup places NetBackup for Oracle
templates or shell script output in this file.

oracl e_st der r . mmddyy.hhmmss.t xt

Unless redirected elsewhere, NetBackup places NetBackup for Oracle
templates or shell script errors in this file.

mmddyy. | og
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bphdb is the NetBackup Database Backup binary. This log contains
debugging information for the bphdb process. NetBackup for Oracle on
Windows uses this client process for NetBackup for Oracle templates or shell
script execution. It is invoked when an automatic backup schedule is
executed.

dbcl i ent Folder on the Client

The install_path\ Net Backup\ | ogs\ dbcl i ent folder contains the following execution
log.
mmddyy. | og

This log contains debugging information and execution status for the Oracle
NetBackup client processes linked to the library program provided with
NetBackup for Oracle on Windows.

bpdbsbor a folder on the Client

The install_path\ Net Backup\ | ogs\ bpdbsbor a folder contains the following execution
log.

mmddyy. | og

This log contains debugging information and execution status for the
bpdbsbor a command line utility.

Setting the Debug Level

You can control the amount of information written to the debug log in the

install_path\ Net Backup\ | ogs\ dbcl i ent folder by changing the Database debug level.
The higher the value, the more information is logged. In everyday normal operations, the
default value of 0 is sufficient. However, VERITAS technical support may ask you to set
the value higher when a problem is being analyzed. 5 is the highest possible setting.

v To change the Debug Level

1. From the Start button, click Programs->VERITAS NetBackup->Backup, Archive,
and Restore.

The Backup, Archive, and Restore interface appears.

2. From the File menu, select NetBackup Client Properties.
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3. Inthe NetBackup Client Properties dialog box, select the Troubleshooting tab.

ﬁenerall Exclude ListI Include ListI ﬁackupsl Metwork  Troubleshooting |
— Debug Level
General: TICF:
= [ =
Werbose: Elush
ID _Ij a =
Databaze:
=
Cancel | Help |

By default, the settings are zero.

4. Set the Database debug level.

Note Information from both settings will be logged to the same file, mmddyy.log

5. Stop and start the Oracle Database Services. This is necessary for or asbt . dl | to
pickup the new debug level.

NetBackup Server Reports

NetBackup provides other reports that are useful in isolating problems. One such report is
All Logs Entries on the server. See the NetBackup System Administrator’s Guide for a
description of this and other reports.

Oracle7 Enterprise Backup Utility Logs

The Oracle7 Enterprise Backup Utility performs its own error logging and tracing in the
file specified by the | og and t r ace qualifier in the EBU script. Ensure that the EBU script
specifies at least a log qualifier. Database administrators should refer to these files to
determine what has happened during an ebu execution.
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Oracle Recovery Manager Utility Logs

The Oracle Recovery Manager uses a command language interpreter, and can be executed
in interactive or batch mode. You can specify a log file on the command line to record
significant RMAN actions. The syntax is:

nsgl og ‘ logfile name’

Troubleshooting Procedure

Note For brevity, this chapter refers to the or asbt . dl | as API.

To perform this procedure, the following conditions must exist.

If using the Oracle7 Enterprise Backup Utility (EBU), the following products are properly
installed and configured:

- NetBackup 4.5

- Oracle7 RDBMS

- Oracle7 Enterprise Backup Utility

- NetBackup for Oracle on Windows 4.5

If using the Oracle Recovery Manager (RVAN), the following products are properly
installed and configured:

- NetBackup 4.5
- Oracle RDBMS 8.0.4 or later
- NetBackup for Oracle on Windows 4.5

1. When verifying your installation, ensure that the following two NetBackup for Oracle
on Windows binaries exist (in install_path/ net backup/ bi n for bphdb. exe and in
C:\Wnnt\systenB2 fororasbt.dlI):

- bphdb. exe resides on the client and is used by both the NetBackup scheduler
and the graphical interface to start backups. The main purpose of bphdb is to
execute an Oracle template or shell script that in turn calls ebu or r man. Only the
EBU or RMAN script is required when ebu or r man is executed from the
command line.

- orasbt.dl | provides functions callable by the Oracle7 Enterprise Backup
Utility or Oracle Recovery Manager.
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2. Check that both the NetBackup server and client software are working properly. That
is, check that normal operating system files can be backed up and restored from the
client.

Note Oracle7 Enterprise Backup Utility does not have remote backup capability and must
run on the same client as the Oracle database that is being backed up.

The following NetBackup logs are turned on in VERBOSE mode:
- Ontheclient: dbcl i ent, bphdb, bpl i st, and bpcd.

- On the master server: bpr d, bpsched, and bpdbm

- On the host with the storage unit: bpbr m and bpt m

Note These logs may become very large, especially bpsched and bpdbm Ensure that
enough free disk space exists in the log folder disk partition.

Backup or Restore Errors

An Oracle7 Enterprise Backup Utility or Oracle Recovery Manager backup error can
originate:

O On the NetBackup side
An error can be from the API, the NetBackup server or client, or Media Manager.
O On the Oracle side

The error can be from the Oracle7 Enterprise Backup Utility or Oracle Recovery
Manager, or the target database.

VERITAS suggests that you use the following steps when troubleshooting a failed
operation:

1. Check the logs to determine the source of the error.

2. Troubleshoot each stage of the backup or restore.

The following sections describe these steps in detail.

Check the Logs to Determine the Source of the Error

Determine whether the error is from NetBackup or the Oracle7 Enterprise Backup Utility
or Oracle Recovery Manager.
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If the error came from NetBackup, go to “Troubleshoot Each Stage of the Backup or
Restore” on page 107.

Otherwise, have the Oracle database administrator or the NetBackup administrator look
at the problem.

1. Check the Oracle log.
Messages are sent to the file name specified by
| og=
in the EBU script or to the screen if | og= is not specified.
Some common problems on the Oracle7 side are:

- The Oracle7 Enterprise Backup Utility did not locate and load the correct API
library.

- The Oracle7 Enterprise Backup Utility was unable to connect to its Backup
Catalog Instance or the target database.

- The target database is not in the appropriate mode: online, shutdown, or
archivelog.

- An Oracle7 Enterprise Backup Utility Catalog error occurred. This can be due to
an abnormal job termination that occurred earlier in the operation.

For Recovery Manager

Unless redirected, messages from RMAN are, by default, sent to

oracl e_st dout . mmddyy. hhmmss. t xt in the bphdb log directory. You can
redirect this output to another location by specifying nsgl og filename on the rman
command line.

Some common problems on the Oracle RMAN side are:
- Oracle did not load the correct API

- Oracle Services are down

- tnsnanes. or a is not properly configured

- RMAN was unable to connect to the database.

- The target database is not in the appropriate mode: online, mounted, or
archivelog

The above errors are usually due to incorrect installation or configuration. Generally,
after a failed operation, Oracle can clean up, but some user intervention may be
required.

2. Check the NetBackup logs.
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The first NetBackup log to check is

install_path\ Net Backup\ | ogs\ dbcl i ent\ mddyy. | og. This is the most
important log. Examine it closely. It contains messages that will provide the best way
to determine the source of an error. This log is written by the APl and contains:

Requests from ebu or r nan

Activities between the APl and NetBackup processes

If install_path\ Net Backup\ | ogs\ dbcl i ent\ nmddyy. | og does not contain any
messages, the possible errors are:

The Oracle7 Enterprise Backup Utility or the Oracle Recovery Manager did not
load the correct API. This is an APl or Oracle7 Enterprise Backup Utility
installation problem.

On Windows NT this can be determined by looking in the

system_root\ Syst enB2 folder for the file or asbt _I i nk. | og. This file will be
created whenever the Oracle service is started and links with the NetBackup for
Oracle on Windows library. Check the timestamp to verify that it has the same
time as when the server started.

Refer to the “Installation” on page 17 for more details

ebu or r man terminated due to some Oracle problem, before requesting service
from NetBackup.

If this is an automatic or manual backup, check the bphdb log to see if the Oracle
template or shell script was successfully started. If not, try to execute the shell
script from the command line to determine the problem. Usually, the error is due
to:

- Afile permission problem for bphdb, bpdbsbor a or the Oracle shell script
file.

- The user does not have permission to run Oracle.
- Syntax errors or invalid command.

- The file cannot be found. Make sure the full Oracle shell script is entered
correctly in the file list of the policy configuration.

- The template can not be found. Make sure the template exists on the master
server and its name is entered correctly in the script or file list in the policy
configuration.

- rman or ebu failed to execute

- The necessary environment variables are not set.
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Troubleshoot Each Stage of the Backup or Restore

The following explains the sequence of events for an Oracle7 Enterprise Backup Utility or
Oracle Recovery Manager initiated action and suggests solutions for problems that can
occur at each point in the sequence.
1. ebuorrnan starts.
A backup or restore can be started in any of the following ways:
- Command line from the system prompt such as:
For Oracle7 Enterprise Backup Utility Backup or Restore:
% ebu EBU script file name
For Oracle Recovery Manager Backup or Restore:

% rman target user/pwd] @TNS alias] \
rcvcat user/pwd] @TNS alias] \
cndf i | e RMAN script file name

where RMAN script file name is fully qualified.
- Manually from the administrator interface on the master server.
- Automatically by an automatic backup schedule.
If an error occurs at this point, check the Oracle7 Enterprise Backup Utility or Oracle
Recovery Manager log.
2. Oracle7 Enterprise Backup Utility or Oracle Recovery Manager verifies its
environment, then issues requests to the API.

Some information such as the NetBackup version, API versions, and trace filename,
are registered with the Oracle7 Enterprise Backup Utility or Oracle Recovery
Manager.

An error at this point is usually due to a problem with client and server
communication. Check the messages in the bpr d, bpsched, and bpcd logs for clues.

3. Oracle7 Enterprise Backup Utility or Oracle Recovery Manager issues a backup or
restore request.

The API gathers necessary parameters, and then sends the backup orrest ore
request to the NetBackup server. The API waits until both the server and client are
ready to transfer data before returning.

Oracle7 Enterprise Backup Utility or Oracle Recovery Manager requests a backup or
restore by passing the following to the API:

- Filename it wants NetBackup to use
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- Mode (backup or restore)

- Actual name of the Oracle data file

- Information about the target database

The API gathers information from the following:

- Environment

- Server configuration parameters

- Information file from bphdb to be used as parameters to the bpr d process
The API then sends this information to the master server’s bpr d process.

To troubleshoot a problem in this part of the first sequence, examine the
install_path\ Net Backup\ | ogs\ dbcl i ent\ mmddyy. | og.

- Ifthe bpr d process failed, check the logs for bpr d, bpbr m and bpsched.

A failure at this point is frequently due to bad NetBackup server or Oracle policy
configuration parameters:

NetBackup can usually select the correct Oracle policy and schedules but not
always when there are several Oracle policies in its database. Try setting the
SERVER and POLI CY values in the client environment.

Oracle7 Enterprise Backup Utility or Oracle Recovery Manager issues read or write
requests to the API, which then transfers data to or from the NetBackup server.

A failure here is probably due to NetBackup media, network, or timeout errors.

Oracle7 Enterprise Backup Utility or Oracle Recovery Manager tells the API to close
the session.

The API waits for the server to complete its necessary actions (backup image
verification and so on) and then exits.

An error can originate from either NetBackup, Oracle7 Enterprise Backup Utility or
Oracle Recovery Manager.

- Oracle7 Enterprise Backup Utility or Oracle Recovery Manager will abort if they
encounter an error while reading a data file during the backup (for example, if
Oracle blocks are out of sequence). It also aborts if NetBackup sends a bad backup
image during the restore.

- NetBackup may return an error code to the API if for some reason it could not
complete the backup successfully.
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Poor Backup Performance Using Oracle7 Enterprise
Backup Utility

If you find backups are slow, verify that performance is better when performing a
non-database backup. If performance does not improve, troubleshoot NetBackup.

If performance is better, try tuning Oracle7 Enterprise Backup Utility by setting
DISK_IO_SIZEor BUFFER_SIZE in an Oracle7 Enterprise Backup Utility parameter file or
within your Oracle7 Enterprise Backup Utility scripts. For more tuning parameters, see
the Oracle7 Enterprise Backup Utility Administration Guide.

Excessive Tape Remounts

Each backup set initiates a new NetBackup job. If you are using a robotic device that
supports automatic volume recognition, tape mounts are not normally an issue. However,
if you do not use such a device, you may notice a mount request prior to each job
executing. This can become labor intensive. NetBackup provides parameters,
MEDIA_UNMOUNT_DELAY, which will prevent unmounting a tape after it is used. This
will keep the required tape on-line until Media Manager is manually instructed to
dismount it. See the NetBackup System Administrator’s Guide - UNIX or the NetBackup
System Adminstrator’s Guide - Windows NT/2000 for more information.

Preventing Timeout Failures on Large Database Restores

Large database restores sometimes fail when multiple restore sessions compete for
resources. In this situation, a restore session can be delayed waiting for media or device
access. If the delay is too long, the restore session will timeout.

This problem can be resolved by increasing the NetBackup Client Read Timeout setting,
which will prevent session timeouts and allow the restores to complete successfully.

Use the NetBackup Administration Console on the server to change the properties of each
client that contains a database you may need to restore. The default for the Client Read
Timeout setting is 300 seconds (5 minutes). For database agent clients, increase the value
significantly to prevent timeout errors, e.g. 30 minutes.
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Example 1, col d_dat abase_backup. cnd

This example sets the environment and calls r man with commands to perform a whole
database backup. It is used for both full backups and incremental backups. When a
schedule executes, NetBackup sets environment variables that the script uses to perform
the backup.

The following is an Oracle script file named col d_dat abase_backup. cnd, located in
the install_path\ Net Backup\ dbext\ Or acl e\ sanpl es\r man folder.

@REM col d_dat abase_backup. cmd

(@ = e e e
@REM Thi s script uses Recovery Manager to take a cold (consistent) database
@REM backup. A cold backup is one where the database is shutdown cleanly before
@REM per form ng the backup.

(@ = e R e

@etl ocal ENABLEEXTENSI ONS

@REM Put output in the same filenane, different extension.

(& 2/

@REM You may want to delete the previous output file so that backup information
@REM does not accurmulate. |f not, delete the follow ng command.

(& 2/

————
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@f exist YRMAN LOG FI LE% del 9RMVAN_LOG FI LE%

@REM Log the start of this script.
(& 2/

@or /F "tokens=1*" % in ('date /T') do @et DATE=%®H %q
@or /F W in ("tinme /T) do @et DATE=YDATE% %p

@cho ==== started on YWATE% ==== >> %RMAN_LOG FI LE%
@cho Script nanme: % >> YRMAN_LOG Fl LE%

@REM - - = - - = = o m e il

@REM Several RMAN conmands use tine paraneters that require NLS LANG and
@REM NLS_DATE_FORMAT to be set. This exanple uses the standard date format.
@REM Repl ace bel ow with the desired | anguage val ues.

@REM - - - = = = m m mm e
@et NLS_LANG=anerican

@et NLS_DATE_FORMAT=YYYY- M DD: hh24: mi : ss

@REM Repl ace the following with the fully qualified path nane of the init file
@REM for the target database.
@REM - - - - - m e m e e oo

@et TARGET_I NI T_FI LE=h:\oracl e\ ora81\ dat abase\initora8l. ora

@REM Repl ace productionDB, below, with the target database TNS alias (service)
@REM nanme fromthe tnsnames.ora file.
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@et TARGET_TNS=pr oducti onDB

@REM Repl ace sql plus with the appropriate Oracle utility call.

@REM
@REM

For exanpl e,

repl ace "sql plus. exe /nolog" with svrngrl.exe

@et CVD=%ORACLE_HOVE% bi n\ sql pl us. exe / nol og

@REM Repl ace sys/ manager,

@REM

bel ow, with the target connect string.

@et TARGET_CONNECT_STR=sys/ manager

@GREM

@REM Or acl e Recovery Manager nane.
@REM

@et RVAN=%ORACLE_HOVE% bi n\ r man. exe
@REM

@REM Print out the value of the variables set by
@REM

@cho #

@cho TARGET_I NI T_FI LE:

@cho RMAN:  9YRMANY%

@cho C\VMD:  %CMD%

@cho NLS_LANG YNLS_LANG%

@cho ORACLE_SI D YORACLE_SI D%
@cho ORACLE_HOME:  %ORACLE_HOVE%
@cho  NLS_DATE_FORMAT

@REM

@REM Print out the value of the variabl
@REM

@cho NB_ORA FULL: 9B _ORA FULL% >>
@cho NB_ORA | NCR:  9%\NB_ORA_| NCR% >>
@cho NB_ORA CI NC. 9%\B_ORA Cl NC% >>
@cho NB_ORA_SERV:  9%\B_ORA_SERV% >>
@cho NB_ORA_PCLI CY:

@REM

@REM Cal |

>>

OTARGET | NI T_FI LE% >>

>>
>>
>>
>>
>>

9NLS_DATE_FORMAT% >>

YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%

9NB_ORA_POLI CY% >> 9%RVAN_LOG_FI LE%

YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
YRVAN_LOG FI LE%
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@REM This lets current calls to the database conplete, but prevents further
@REM | ogons or calls.

@REM

@REM The shutdown-startup logic of this script can be coomented out if you know
@REM t hat the database will always be mounted and in a consistent state before
@REM this script is executed.

(G S I e e

@

echo connect %TARGET_CONNECT_STR% as sysdba
echo shutdown inmedi at e

echo exit

) | YCVD% >> YRMAN _LOG Fl LE%

@REM Now we know that the database is cleanly closed and is ready for a

@REM col d backup. RMAN requires that the database be started and nounted

@REM to perform a backup.

(& 2/ e

@
echo connect %TARGET_CONNECT_STR% as sysdba

echo startup nmount pfil e=%ARGET_I NIl T_FI LE%
echo exit
) | YCVD% >> YRMAN _LOG Fl LE%

@REM I f this script is executed froma NetBackup schedul e, NetBackup
@REM sets an NB_ORA environnent variable based on the schedul e type.
@REM For exanpl e, when:

@REM schedul e type is BACKUP_TYPE i s

@REM - - - --eeeeeeeee - e

@REM Aut omatic Ful | | NCREMENTAL LEVEL=0

@REM Automatic Differential Increnmental | NCREMENTAL LEVEL=1

@REM Aut omatic Cunul ative | ncrenental I NCREMENTAL LEVEL=1 CUMJLATI VE
@REM

@REM For user initiated backups, BACKUP_TYPE defaults to increnental
@REM | evel O (Full). To change the default for a user initiated
@REM backup to increnental or increnentatl cunulative, unconment
@REM one of the follow ng two |ines.

@REM @et BACKUP_TYPE="| NCREMENTAL LEVEL=1"

@REM @et BACKUP_TYPE="| NCREMENTAL LEVEL=1 CUMJLATI VE"

@REM

@REM Note that we use increnental level 0 to specify full backups.
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@REM That is because, although they are identical in content, only
@REM the increnental |evel O backup can have increnental backups of
@REM |l evel > 0 applied to it.

@REM What ki nd of backup will we perform
(& 2/

@f "9NB_ORA FULL% EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =0
@f "9NB_ORA I NCR®W EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =1
@f "9NB_ORA CINC®W EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =1 CUMJLATI VE
@f NOT DEFI NED BACKUP_TYPE @et BACKUP_TYPE=I NCREMENTAL Level =0

@REM Cal | Recovery Manager to initiate the backup. This exanple does not use a
@REM Recovery Catal og. |If you choose to use one, renpve the option, nocatal og,
@REM from the rnman conmand |ine bel ow and add a

@REM ' rcvcat <userid>/ <passwd>@tns alias> statenent.

@REM = - = = = o liill.o.

@
echo RUN {

echo ALLOCATE CHANNEL ch00 TYPE ' SBT_TAPE';
echo ALLOCATE CHANNEL chOl1l TYPE ' SBT_TAPE';

echo BACKUP

echo YBACKUP_TYPE%

echo FORMAT ' bk_u%ma_s%s p%Wp_t W4’
echo DATABASE;

echo sqgl 'alter database open’;
echo RELEASE CHANNEL chO0O;
echo RELEASE CHANNEL chO01;
echo }

) YRVANY%  t ar get % ARGET_CONNECT_STRUDTARGET_TNS% nocatal og nsgl og
‘ YRMAN_LOG FI LE% append

@BET ERRLEVEL=%rrorl evel %

@REM Net Backup (bphdb) stores the name of a file in an environment vari abl e,
@REM cal | ed STATUS FILE. This file is used by an automatic schedule to

@REM conmuni cate status information with NetBackup's job nonitor. It is up to
@REM the script to wite a 0 (passed) or 1 (failure) to the status file.

@REM - - - - - o o oo e e oo

@f YERRLEVEL% NEQ O goto err
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@et LOGVSG=ended successfully

@f "USTATUS FILE®% EQU "" goto end
@cho 0 > USTATUS _FI LE%

@oto end

.err

@et LOGVSG=ended in error
@f "USTATUS_FILE% EQU "" goto end
@cho 1 > YSTATUS _FI LE%

:end

@REM Log the conpletion of this script.
(& 2/ e

@or /F "tokens=1*" % in ('date /T') do @et DATE=%®H %4
@or /F W in ("tinme /T) do @et DATE=YDATE% %p

@cho % >> YRVAN_LOG FI LE%

@cho ==== %.0OGVEG% on YDATE% ==== >> YRMAN_LOG FI LE%

@ndl ocal

@REM End of Main Program ---------------------o oo

Example 2, hot _dat abase_backup. cnd

This example sets up the environment and calls r man with commands to perform a whole
database backup. It is used for both full backups and incremental backups. When a
schedule executes, NetBackup sets environment variables that the script uses to perform
the backup.

With the proper schedules this script could be used to automatically execute a backup
every week on Friday night and a incremental backup each night for the rest of the week.
See “Adding New Schedules” on page 28 for more details.

The following is an Oracle script file named hot _dat abase_backup. cnd, located in the
install_path\ Net Backup\ dbext\ Or acl e\ sanpl es\ r man folder.

@REM

@REM hot _dat abase_backup. cnd

(& 2/
@REM Thi s script uses Recovery Manager to take a hot (inconsistent) database
@REM backup. A hot backup is inconsistent because portions of the database are
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@REM being nodified and witten to the disk while the backup is progressing.
@REM You nust run your database in ARCH VELOG npde to make hot backups.

@etl ocal ENABLEEXTENSI ONS

@REM Put output in the same filenane, different extension.
(@S e R

@et RVAN_LOG FI LE="%-dpnO. out "

(& 2/
@REM You nmay want to delete the output file so that backup information does
@REM not accunulate. |f not, delete the follow ng conmand.

@REM - - - -

@f exist YRMAN LOG FI LE% del 9RMVAN_LOG FI LE%

@REM - - = - - = = o o e il

@REM = - = = = o i llill.o.

@REM Repl ace sys/ manager, below, with the target connect string.
@REM - - - - - m e m e e oo

@et TARGET_CONNECT_STR=sys/ manager

@REM Set the Oracl e Recovery Manager.
(& 2/
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@et RVAN=%ORACLE_HOVE% bi n\r man. exe

@REM Log the start of this scripts.
(& 2/ e

@or /F "tokens=1*" % in ('date /T') do @et DATE=%®H %4
@or /F W in ("tinme /T) do @et DATE=YDATE% %p

@cho ==== started on YWATE% ==== >> %RMAN_LOG FI LE%
@cho Script name: % >> Y%RMAN_LOG Fl LE%

@REM Several RMAN conmands use tine paraneters that require NLS LANG and
@REM NLS DATE _FORMAT to be set. This exanple uses the standard date fornmat.
@REM Repl ace bel ow with the desired | anguage val ues.

@REM = - = = = o i iiilli.o.

@et NLS_LANG=anerican
@et NLS_DATE_FORMAT=YYYY- M DD: hh24: mi : ss

(@S e e e
@REM Print out environment variables set in this script.

@REM - - - - - m e m e e oo
@cho # >> YRMAN_LOG FI LE%

@cho RVAN : Y%RMAN% >> YRMAN_LOG FI LE%

@cho NLS_LANG : 9%\LS_LANG% >> YRMAN_LOG FI LE%

@cho ORACLE_HOME : %ORACLE_HOVE% >> YRMAN_LOG FI LE%

@cho ORACLE_SID : %0ORACLE_SI D% >> YRMAN_LOG FI LE%

@cho NLS_DATE_FORMAT : O9ANLS DATE FORMAT% >> %RMAN_LOG FI LE%

@cho RMAN_LOG FILE : 9RMAN_LOG FI LE% >> YRMAN_LOG FI LE%

(@ = e e et
@REM Print out environment variables set in bphdb.

(@ = e e et
@cho NB_ORA SERV : %\B_ORA SERV% >> YRMAN_LOG FI LE%
@cho NB_ORA FULL : 9%N\B_ORA FULL% >> YRMAN_LOG FI LE%
@cho NB_ORA INCR : 9\B_ORA | NCR% >> YRVAN_LOG FI LE%
@cho NB_ORA CINC : 9%\B_ORA Cl NC% >> URMAN_LOG FI LE%
@cho NB_ORA CLASS : 9N\B_ORA CLASS% >> YRMAN_LOG FI LE%
@REM - - - - - o o oo e e e e eea oo

@REM W assune that the database is properly opened. |If desired, this would
@REM be the place to verify that.
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@REM I f this script is executed froma NetBackup schedul e, NetBackup
@REM sets an NB_ORA environnent variable based on the schedul e type.
@REM For exanpl e, when:

@REM schedul e type is BACKUP_TYPE i s

(G2 I e

@REM Aut omatic Ful | | NCREMENTAL LEVEL=0

@REM Automatic Differential Increnental | NCREMENTAL LEVEL=1

@REM Aut omatic Curnul ative Increnental | NCREMENTAL LEVEL=1 CUMJLATI VE
@REM

@REM For user initiated backups, BACKUP_TYPE defaults to increnental
@REM | evel O (Full). To change the default for a user initiated
@REM backup to incremental or increnentatl cumnul ative, uncoment
@REM one of the follow ng two |ines.

@REM @et BACKUP_TYPE="| NCREMENTAL LEVEL=1"

@REM @et BACKUP_TYPE="| NCREMENTAL LEVEL=1 CUMJLATI VE"

@REM

@REM Note that we use increnental level 0 to specify full backups.
@REM That is because, although they are identical in content, only
@REM the increnental |evel O backup can have increnental backups of
@REM | evel > 0 applied to it.

@REM What ki nd of backup will we perform
@REM - - - - - o oo e e e e e e

@f "9NB_ORA FULL% EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =0
@f "9NB_ORA | NCR® EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =1
@f "9NB_ORA CINC® EQU "1" @et BACKUP_TYPE=I NCREMENTAL Level =1 CUMJLATI VE
@f NOT DEFI NED BACKUP_TYPE @et BACKUP_TYPE=I NCREMENTAL Level =0

@REM Cal | Recovery Manager to initiate the backup. This exanple does not use a
@REM Recovery Catal og. |If you choose to use one, renpve the option, nocatal og,
@REM from the rnman command |ine bel ow and add a

@REM 'rcvcat <userid>/ <passwd>@tns alias> statenent.

@REM = - = = = o i llill.o.

@

echo RUN {

echo ALLOCATE CHANNEL chOO TYPE ' SBT_TAPE' ;
echo ALLOCATE CHANNEL chOl1 TYPE ' SBT_TAPE' ;
echo BACKUP
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echo YBACKUP_TYPE%

echo FORMAT ' bk_u%mu_s%s_p%p_t 984’
echo DATABASE;

echo sql 'alter systemarchive log current’;
echo RELEASE CHANNEL chOO;

echo RELEASE CHANNEL chO1;

echo # Backup all archive |ogs

echo ALLOCATE CHANNEL chOO TYPE ' SBT_TAPE' ;
echo BACKUP

echo FI LESPERSET 20
echo FORMAT ' ar ch- s%fs- p%ep’
echo ARCHI VELOG ALL;
echo RELEASE CHANNEL chOO;
echo }
a;ljpe%ﬁMN\l% target 9IARGET_CONNECT_STR% nocatal og nsglog ‘ %MVAN_LOG FI LE%

@et ERRLEVEL=%ERRORLEVEL%

@REM Net Backup (bphdb) stores the nane of a file in an environnent variable,
@REM cal | ed STATUS_FILE. This file is used by an autonatic schedule to

@REM communi cate status information with NetBackup's job nmonitor. It is up to
@REM the script to wite a 0 (passed) or 1 (failure) to the status file.

@REM - - - -
@f YERRLEVEL% NEQ O @oto err

@et LOGVSG=ended successfully

@f "YSTATUS FILE®% EQU "" goto end
@cho 0 > YSTATUS_FI LE%

@oto end

cerr
@et LOGVBG=ended in error

@f "USTATUS FILE% EQU "" @oto end
@cho 1 > USTATUS_FI LE%

:end

@REM Log the conmpletion of this script.

@REM - - = - - = = o o e il

@or /F "tokens=1*" % in ('date /T') do @et DATE=%®H %4
@or /F W in ("tinme /T') do @et DATE=YDATE% %p

@cho # >> YRVAN_LOG FI LE%
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@cho %=== %.OGVEG% on YDATE% ==== >> Y%RVAN_LOG FI LE%
@ndl ocal
@REM End of Main Program --------------------com oo

Example 3, col d_dupl ex_dat abase_backup_ful |l . cnd

This example sets up the environment and calls r man to execute commands that will
make identical copies of a cold (consistent) database backup.

The following is an Oracle script file named
col d_dupl ex_dat abase_backup_ful | . cnd in the
install_path\ Net Backup\ dbext\ Or acl e\ sanpl es\ r man folder.

@REM

@REM col d_dupl ex_dat abase_backup_full.cnd

@REM - - - - - o m e e e
@REM Thi s script uses Recovery Manager to nmmke identical copies of a cold
@REM (consi stent) database backup. A cold backup is one where the database
@REM i s shutdown cl eanly before perforning the backup.

@EM

@REM You nust enable (set to TRUE in the init.ora file) the

@REM BACKUP_TAPE_| O SLAVES initialization paraneter to perform dupl exed
@REM backups. RVMAN wi Il configure as many slaves as needed for the nunber
@REM of backup copi es you request. For nore infornation on

@REM BACKUP_TAPE_| O SLAVES, see the Oracle Reference.

@REM

@REM Note: this Oracle script contains conmands that are only valid with
@REM Oracl e release 8.1.x or greater.

@et| ocal ENABLEEXTENSI ONS

@REM Put output in the sane filenane, different extension.

@REM = = = = = o i liioll.o.

@et RVAN_LOG FI LE="%-dpnO. out "
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@REM You may want to delete the output file so that backup information does
@REM not accunulate. |If not, delete the follow ng conmand.

@f exist YRVAN LOG FILE% del 9%RMAN LOG FI LE%

@REM Log the start of this script.

@REM = = = = = o i liill.o.

@or /F "tokens=1*" % in ('date /T') do @et DATE=%9H %q
@or /F ®p in ("tine /T) do @et DATE=YDATE% %W

@cho ==== started on YWATE% ==== >> %RMAN_LOG FI LE%
@cho Script name: % >> Y%RMAN _LOG FI LE%

@REM = - = = = o liill.o.

@REM - - = - - = = o m e il

@REM Repl ace sql plus with the appropriate Oracle utility call.
@REM For exanpl e, replace "sql plus.exe /nolog" with svrngrl.exe

@REM = - = = = o i iiilli.o.

@et CVD=%ORACLE_HOVE% bi n\ sql pl us. exe /nol og

@REM Repl ace the following with the fully quaified path name of the init file

@REM for the target database.

@REM - - = - - = = o o e il

@et TARGET_I NI T_FI LE=h:\oracl e\ ora81\ dat abase\initora8l. ora

@REM Repl ace sys/ manager, below, with the target connect string.

@REM = = = = = o i liill.o.
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@et TARGET_CONNECT_STR=sys/ manager

@REM Repl ace productionDB, below, with the target database TNS alias (service)
@REM nane fromthe tnsnames.ora file.

@REM Set the rcvcat connect string.
@REM Repl ace "rman/rman", below, with the rcvcat connect string.
@REM - - - - - mmm e e oo

RCVCAT_CONNECT_STR=r man/ r man

@REM Repl ace rcvcatDB, below, with the recovery catal og database TNS ali as
@REM (service) nane fromthe tnsnanes.ora file.

@REM = - = = = o liill.o.

@et RCVCAT_TNS=rcvcat DB

(@S e R
@REM Several RMAN conmands use tine paraneters that require NLS LANG and

@REM NLS_DATE_FORMAT to be set. This exanple uses the standard date format.
@REM Repl ace bel ow with the desired | anguage val ues.

@REM = - = = = o i liill.o.

@et NLS_LANG=anerican
@et NLS_DATE_FORMAT=YYYY- MMt DD: hh24: mi : ss

@REM - - - - - o o oo e e oo
@REM Set the Oracl e Recovery Manager nane.

@REM - - - - - m e m e e oo
@et RVAN=%ORACLE_HOVE% bi n\r man. exe

@REM Print out the value of the variables set by this script. Wn't be needing
@REM any of the variables set in bphdb.

(& 2/
@cho # >> YRMAN_LOG FI LE%
@cho RMAN : 9RVAN% >> YRVAN_LOG FI LE%
@cho CMD ' %CMD% >> YRMAN_LOG FI LE%
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@cho NLS_LANG : O90\LS_LANG% >> ORVAN_LOG FI LE%

@cho TARGET_TNS : OFARGET_TNS% >> URVAN_LOG FI LE%
@cho RCVCAT_TNS : 9%RCVCAT_TNS% >> URVAN_LOG FI LE%
@cho ORACLE_HOME : %ORACLE_HOVE% >> YRMAN_LOG FI LE%
@cho ORACLE_SID : %ORACLE_SI D% >> YRMAN_LOG FI LE%
@cho NLS DATE FORMAT : 9\LS_DATE FORMAT% >> 9RMAN LOG FI LE%

@cho # >> YRVAN_LOG FI LE%

@REM Cal | Server Manager to shutdown the target database in immediate priority.
@REM This lets current calls to the database conplete, but prevents further
@REM | ogons or calls.

@EM

@REM The shutdown-startup logic of this script can be commented out if you know
@REM t hat the database will always be mounted and in a consistent state before
@REM t his script is executed.

(G S I e R

@
echo connect %ARGET_CONNECT_STR¥W®AARGET_TNS% as sysdba

echo shutdown i nmedi at e
echo exit
) | YCVD% >> YRMAN _LOG Fl LE%

@REM Now we know that the database is cleanly closed and is ready for a

@REM col d backup. RMAN requires that the database be started and nounted

@REM t o perform a backup.

(& 2/ e

@
echo connect %TARGET_CONNECT_STR¥W®AARGET_TNS% as sysdba

echo startup nmount pfil e=%ARGET_I NI T_FI LE%
echo exit
) | YCVD% >> YRMAN _LOG Fl LE%

@REM Cal | Recovery Manager to initiate the backup. This exanple uses a

@REM Recovery Catal og. |If you choose not to use one, replace the option
@REM ' rcvcat <userid>/ <passwd>@tns alias> wth the 'nocatal og’ option.
@REM

@REM Change user ids and passwords accordingly.
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@cho # >> 9RMAN _LOG FI LE%

@

echo RUN {

echo set dupl ex=0N;

echo ALLOCATE CHANNEL chOO TYPE ' SBT_TAPE' ;

echo ALLOCATE CHANNEL chOl1 TYPE ' SBT_TAPE' ;

echo send ' CPF1_POLI CY=Col dDbFul | Bk_dupl ex, CPF1_SCHED=user _cpl’;
echo send ' CPF2_POLI CY=Col dDbFul | Bk_dupl ex, CPF2_SCHED=user_cp2’;

echo BACKUP

echo FULL

echo TAG col d_db_bk_full
echo FORVMAT ' bk_Uo@4J) t %84’
echo DATABASE;

echo sql 'alter database open’;
echo RELEASE CHANNEL chO0O;
echo RELEASE CHANNEL chO01;
echo }

) YRVANY t ar get Y ARGET_CONNECT _STRY®A ARGET _TNS% rcvcat
9 CAT_CONNECT_ STR% 'CAT_TNS% nsgl og ‘ YRVAN_LOG FI LEY% append

@et ERRLEVEL=%ERRORLEVEL%

@REM Net Backup (bphdb) stores the name of a file in an environment variabl e,
@REM cal | ed STATUS FILE. This file is used by an automatic schedule to

@REM conmuni cate status information with NetBackup's job nmonitor. It is up to
@REM the script to wite a O (passed) or 1 (failure) to the status file.

@REM - - - - - - o oo e e e e eeee oo

@f YERRLEVEL% NEQ O goto err

@et LOGVBG=ended successfully

@f "USTATUS FILE% EQU "" goto end
@cho 0 > YSTATUS_FI LE%

@oto end

cerr

@et LOGVSG=ended in error

@f "USTATUS FILE®% EQU "" goto end

@cho 1 > %STATUS_FI LE%

:end
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@REM Log the conmpletion of this script.
@REM - - - - - m e mm e oo

@or /F "tokens=1*" % in ('date /T') do @et DATE=%®H %4
@or /F W in ("tinme /T) do @et DATE=YDATE% %p

@cho % >> Y%RVAN LOG FI LE%

@cho Y%=== %.OGVEG% on YDATE% ==== >> YRVAN_LOG FI LE%

@ndl ocal

@REM End of Main Program ----------mm oo oo
#

Oracle8i and later RMAN provides an API that allows you to make up to four backup sets
simultaneously, each an exact duplicate of the others. Using NetBackup for Oracle, you
can back up each copy to a different tape to protect against disaster, media damage, or
human error. You must use the set dupl ex and the send commands to take advantage
of this feature.

The set dupl ex command specifies the number of copies of each backup piece that
should be created. The set dupl ex command affects all channels allocated after issuing
the command and is in effect until explicitly disabled or changed during the session. You
cannot issue the set dupl ex command after allocating a channel.

The command syntax is:
set duplex = {ON| OFF | 1| 2| 3| 4}

By default, duplex is OFF (a single backup set is produced). If you specify ON, two
identical backup sets are produced.

Each output file must have a unique name. You should use the %4J format specifier to
satisfy this restriction. %4J is equivalent to %u_%p % and it guarantees the uniqueness of
the backup set name in all circumstances.

Note that you must enable the BACKUP_TAPE_IO_SLAVES initialization parameter to
perform duplexed backups. RMAN will configure as many media as needed for the
number of backup copies you request. For more information on
BACKUP_TAPE_IO_SLAVES, see the Oracle Reference.

Use the send command to specify the policy and/or schedule to use with each backup.
Because NetBackup for Oracle uses the policy or schedule to determine what media to
use, this information is required for each copy, or an error will occur.

The command syntax is:

send ' keyword=val ue [, keyword=value,...]’";
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The keywords to specify policy are: CPF1_POLICY, CPF2_POLICY, CPF3_POLICY, and

CPF4_POLICY, which specify the backup policy for duplexed file 1 through duplexed file
4,

The keywords used to specify schedule are: CPF1_SCHED, CPF2_SCHED, CPF3_SCHED,
and CPF4_SCHED, which specify the Application Backup schedule for duplexed file 1
through duplexed file 4.
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